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Applications (Web, DB)

*3 Tier FA2 7t Agent 710 7ts

UNIX / Linux Systems

« HTML 5, AJAX(XML 1.1) |
- M B
- 1IS, Apache S2| &l Mt Fofd, 88 &4
- RDS, Unicode 2| Fd Ha M
- ZtE Col FUN HE
-Deep Scan 7|5 : ¥ 0[2& 7|&2 S&t
Unknown FI2f& HZ(sQL Injection S)
Depth Level (Default 5 Level)
« 2 Proxy At F4H &HA
- Cl|O|E{t|0|A HA
- Oracle, MS SQL, MySQL At |2F8 M
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Windows Systems

+ SSH 271212 S8t Local Security =&

+ Backdoor &4 : Trinoo, mstream &

+ SMTP X 2 FoFY FA

« rsh, rlogin, rexec, telnet &4 : Brute force attack
* SNMP F|2F B A : community name, read/write
* FTP/TFTP Mt Fofe &Y

* DNS Mt &2 : bind

*+ RPC AfH H&

*NFS 37, Nis &4

* X-window remote F{2fF M4

- 25 MH|A MA : Echo, Time, Chargen &

* 28| MH|A HA : Finger, Gopher, POP3, SSH S

Network Equipment

+ Backdoor && : Back Orifice, CDK &
+ Remote Control Program && : NetBus &
* NetBIOS AfH|A FOFH FY
CABA =R ESE S8 20 A
- SR B0 HI, S} Het s Ed
- Remote Registry && : AutoLogon &
* SNMP F2F M : community name, read / write
« FTP F|2F HZ : Anonymous, guest
* UNIX A€ MHIA E 1 X-window, TFTP &
- 2L MH|A MA : Echo, Time, Chargen &
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- HOF MEf M7 1 E41 A (Router, Switching Hub, F/W, IDS 5)
* SNMP F|2FE HA : community name, read/write

+ TCP, ICMP FoFE H& : TimeStamp &

* ZEE Stealth Port Scan0f] 2|$t LE AZH H|AE
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Key Specifications
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OiL|X Manager
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+ MS Windows 7[H2] AH|A 27720

(EE4Z : MS Windows 7 SP1 04, B|22| 2GB, CPU Dual Core 2.6 Ghz 0[4)
* Microsoft SQL Server 2014 Express A2, MS SQL ¥1& 7ts

O[0]ME Agent

- S TS FSAIAH HA=E HY ARE ok 220
+ MS Windows 7|29 AH|A 27724
(E24Z : MS Windows 7 SP1 014, Bl22| 2GB, CPU Dual Core 2.6 Ghz 0[4)
* Microsoft SQL Server 2014 Express A2, MS SQL 915 7ts
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