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HYPERSCALE PERFORMANCE
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KEY FEATURES

Al-Powered Malware Prevention

HTTP/2 Traffic Inspection
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SOFTWARE SPECIFICATION

AFEXE 7| A Koy
XIH| AR Xt Q15 (Captive Portal) % SSO X|¢
SaaS ofiE2|7|0]4d X|of
OHZ2|A|0[44/C|HFO| A J]EH A &0 PASS 4 7|6k 2HH QI
AD SSO 52 2[oH AD A7 OfHAL - Anti-Virus Engine (File-based or Stream-based)
OT Z2EX 9Ix| 3! &2 Xof &"'\o\nt{_'_\/slgi\SM Realtime Blackhole List(RBL)
o213 0|41, ALRA} 1D QoS o AR IOk, TR Bl s Rk
HTTP/2 ZZEZ 2M URL FilteringGHE| 02| A7)
Virtual System & Xpgl shzt ZImo|x| MY o mE
EZ2X| MO2 e M HIERR 7Y URL 21 ZAHURL #HE| ZA
ZERHE =EHR 2 2 Web Filter Ii&E3= by =)
Malware Prevention Global Categorized URL(ZZ/22t2= DB)
Al Powered (qg fEIa-oHnl'%/PDF, VBéﬂEI:IIE, PE-?—lh.'jE'E,*XI) HTTP 6"[-' x-"o.i
Threat APT Prevention (Al7 |2t Sandbox) Anonymizer At 22 xjzt
Sl Web Filtering (TAURL, T A SR4E) HTTP/HTTPS, FTP/FTPS, SMTP/ SMTPS, POP3/POP3S, IMAP/IMAPS
DNS Security (H|44 DNS #2| &X]) HEm o 3971X]| |4
HTTPS, SMTPS, POP3S, IMAPS, FTPS AHUS EHHE 22 Hof
Sl APP Control, IPS, DL, Web Filter 215 ! QIATIA(ZIP, TAR, GZIP, ALZIP, BZIP, RAR, 7ZIP)
[Riislcleilon 2R FH|ot 23 Eaful tiE =ol=2Hs 9r'='=H§ = /,;M ol 'xrq '
Hardware Acceleration et - LR L R BL A
: i i 2E 2 XF(ort018)
Active-Active HA with L2/L.3/L4 ) ) i I
iok A 12 Al SSL VPN Client (Windows, Linux, Android, iOS)
ot —& o
Compliance HHS S%F THE HOHHE) HE X|IZ
SO BH(URL 244) oJA EI?S EI-IT;Z ARH| - o c °
O AN shidot AJ|E B2 HA 9l O|ARS(0|&X) FA ZA :H;Dr O;';; e xior © o} s
=1 X/0] A CHY HoFFE ~T(YTI0IE, ot 47F)
VXLAN 2! H|of 44 OJAF Efml M URL &%
Legacy Policy-based NAT & Interface-based NAT e
i NE B o|&d EH LACP, VLAN, S& X}AFX|0f
ST=\VE O4l21'd 2|8 DNS 918 & X| o
Ry a4 10T} 201 R 8)/2A T 01| QoS(IP, Application, @/E{H|0|AR)
Huelolo a2 L[Sl | [PV EBIRRIH T, 6104) & SHBEORINATES, DNS64) NATAS
o SEmEET 5 Routing Protocol(IPv4-OSPF/RIP/ BGP, IPv6-OSPFv3/RIPng/BGP4+)
Virtual Routing and Forwarding DHCP. DHCPV6 ! RA At
DNS over TLS ' =

Content Disarm and Reconstruction DNS, DDNS, Split DNS PR

mERmel JjHk ALK Sl SNMP(V1, 2, 3), Syslog H&

EIE 7] 7|5(42 2) Report(23 gu, M=)
PCRE(ETLHESIA]) SLEIS D DB 2T e X|E)

e ot 5:—3045 AL 2t OHZ2|70| M, ALEAHE Eaiml/ MM BL|E(R
TIO oo O — bl |

AFEXF O ALK HE Il Vo L AAX 2B

S8= wof Firmware Upgrade and Downgrade (Rollback)
AOIE THe S s LDAP/RADIUS/TACACS+/OTP 5 Rt2|x} H

49| 7|5 2 224 20f, DRDoS(N:1) o] ff;;g:ff;n?:fu't' RiW(Read/Write)
+r =

g(FEO(l\J/;/\\//If:\I ZT%(XSOQ) GUI &0ilM 2] CLI &% 3! Packet Capture
GRE/IPIP, L2TP, PPTP Tunneling Open API, 7|E 95 224 i

(ESlEle RN R LA 213 3E PQC(Post Quantum Cryptography) 2n2|E gl St HER0|AA XN HH X2
3DES, AES, SEED, ARIA, LEA, CAST, Blowfish, MD5, oS 2P0l 718t S Z= 2F

SHA-1, SHA-256, SHA-512, HAS160 =

XA 2|4 ol 24%| 2|5

Full Tunnel mode

FIDO “4%[Q1E

Multi-Factor @15 X|2/(3%t 215)
(o)

SSL VPN

ZTP(Zero Touch Provisioning)

ol 2 I8 B2 F2 2

HARDWARE SPECIFICATION

NGF 3000B PRO NGF 3000 PRO

BLUEMAX e g NGF 5000B PRO NGF 5000 PRO
HE T2 MM/CPU FPGA / 24 Core FPGA, DPU / 32 Core FPGA / 32 Core FPGA, DPU / 48 Core
128 GB 256 GB 256 GB 256 GB
SSD 256 GB SSD 256 GB SSD 256 GB SSD 256 GB
SSD 1.92TB(RAID) SSD 1.92TB(RAID) SSD 1.92TB(RAID) SSD 1.92TB(RAID)
40GF/100GF 6 6 6 6
Interface  1GF/10GF 18 18 18 18
1GC(Bypass) 8 8 8 8
Power Supply Redundant Redundant Redundant Redundant
— 190/ 160 Gbps 60 Gbps 390/ 320 Gbps 100 Gbps
(UDP 1518B/ 64B) (App 64KB) (UDP 1518B/ 64B) (App 64KB)
SSL Inspection - 6 Gbps - 11 Gbps
Latency 40us - 40us -

* 2 A2 A AIE 3 SWHEIO|E HHof 2t HAEE = AL

SECUI 5



Halste 2ok 20| MESH= Al 2|8 1/ds Z2|0|Y Wt

BLUEMAX NGF

SECL | 54300 [EE2d 080-331-6600 | CERTIFICATION

MEEEA F27 52 513~6F(F22%, 32EHR) | &R H/HeHCHSHE 02-3783-6500
TEL 02-3783-6600 FAX 02-3783-6499 HQFAA|HIE] 02-3782-4030
www.secui.com A QT 8A| ~ QB BA| (B, Y, 2FL X))

Copyright® SECUI All Rights Reserved £ F}Ef2 T10f| HT{El S, AFEZHO GA|

9| SE YHYLICHL MY IHZS 28l ol 0| 7 == BRIt AFLICE



